Enterprising  Apple 

Along  with  updates  to  hot  Apple  products  such  as  the  iPod  and 
iTY  Macworld  attendees  can  expect  to  hear  plenty  about  how 
to  bring  Macs  into  the  corporate  data  center.  PAGE  10. 


Keep  apps  humming 

Akorri’s  debut  product  predicts  how  storage 
and  server  resources  will  affect  application 
performance.  PAGE  10. 


Boosting  wireless  services 

Businesses  are  eyeing  high-speed,  3G  EV-DO  wireless 
data  services  for  their  mobile  workers.PAGE  20. 
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Exchange  upgrade 
earns  mixed  grades 


BY  JOEL  SNYDER,  RODNEY  THAYER  AND  TOM  HENDERSON, 
NETWORK  WORLD  LAB  ALLIANCE 


Microsoft’s  recently  released  Exchange  2007  package  is  huge,  liter¬ 
ally  The  reviewer’s  guide  comprises  26,000  words,  and  the  list  of  new 
features  is  28  pages  long.  In  this  Clear  Choice  Test,  we  opted  not  to  test 

every  bit  of  code,  but  instead  to  dive 
deep  in  several  critical  areas  impor¬ 
tant  to  large-scale  deployments. 

Overall,  we  found  Exchange  2007’s 
management  and  availability  exten¬ 
sions  are  improved  dramatically,  and  new  architectural  maneuvers 
have  beefed  up  security  especially  in  the  areas  of  compliance  and 
e-mail  policy  management.  However,  when  we  enabled  Microsoft’s 
new  antivirus  and  antispam  software  on  our  Exchange  2007  deploy¬ 
ment,  we  found  they  require  more  engineering  effort  to  compete  with 

See  Exchange,  page  12 
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Disabled  fight  for  access 


BY  JON  BRODKIN 

Retailer  Target’s  refusal  to  make 
its  Web  site  more  accessible  to 
the  blind  has  fueled  a  high-profile 
court  battle  that  is  causing  many 
companies  to  quietly  upgrade 
their  Web  sites  in  the  hopes  of 
avoiding  negative  publicity  and 
legal  liability. 

The  case  will  unfold  over  the 
next  several  months,  but  a  federal 
judge  has  already  dismissed  Tar¬ 
get’s  claim  that  Americans  with 


Disabilities  Act  (ADA)  prohibi¬ 
tions  against  discrimination  do 
not  apply  to  commercial  Web 
sites. 

This  ruling, and  other  advocacy 
efforts  on  behalf  of  the  blind, has 
caused  a  number  of  “major  e-tail- 
ers”  to  upgrade  their  sites  to 
make  them  compatible  with  soft¬ 
ware  the  blind  use  to  access  the 
Internet,  says  Paul  Rosenfeld, 
senior  vice  president  of  federal 
See  Disabilities,  page  37 
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welcome  to  a  new  .i|i.i|i, 

way  of  getting  things  done,  cisco. 


Year  ahead  to  bring 
risks,  opportunities 


Luminaty 
takes  a  look 
at  the  future 


BY  FRANK 
DZUBECK 

Looking 
even  a  year 
ahead  into 
the  network 
future  can 
be  a  daunting  task.  For  example, 
three  years  ago  at  the  World 
Economic  Forum’s  annual  meet¬ 
ing  in  Davos,  Switzerland,  Bill 
Gates,  then  Microsoft’s  chairman, 
boldly  predicted  the  problem  of 
spam  on  the  Internet  would  be 
solved  by  2006.  Recent  studies 
indicate  worldwide  spam  traffic 
doubled  in  2006  and  now 
accounts  for  nine  of  10  e-mails 
sent  on  the  Internet. 

See  Dzubeck,  page  16 
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BY  NETWORK  WORLD  STAFF 

There’s  a  four-letter  word  IT  pros 
know  all  too  well:  risk. 

In  2007,  IT  executives  will  face  it 
in  spades  as  they  weigh  some¬ 
times  opposing 
proposals  to  bol¬ 
ster  security,  in¬ 
crease  wireless 
connectivity, 
extend  more  busi¬ 
ness  processes 
over  the  Internet 
and  address  regula¬ 
tory  requirements. 

In  the  end  it’s  a 
balancing  act.  To 
help  tip  the  scales 
in  your  favor,  we’ve 
put  together  a  preview  of  what  the 
year  ahead  holds  in  key  technol¬ 
ogy  areas. 

For  starters,  security  will  be  no 
less  challenging  in  2007  than  last 
year,  when  plagues  of  bots,  spam 
and  phishing  attacks  threatened 
corporate  environs.  This  year,  in 


addition  to  generic  phishing,  en¬ 
terprises  will  have  to  contend 
with  custom  Trojans  and  spear¬ 
phishing  attacks  aimed  at  specific 
individuals  or  corporations. 

“The  year  2007  is 
going  to  be  the 
year  of  the  custom 
Trojan  attacks,”  says 
Richard  Stiennon, 
chief  marketing 
officer  at  Fortinet. 
“These  Trojans, 
which  will  be  tar¬ 
geted  at  the  help 
desk  at  a  bank,  for 
instance,  will  avoid 
being  detected  by 
the  signature  base. 
Traditional  antivirus  signatures 
will  be  increasingly  futile.” 

“Malicious  code  won’t  go 
away,  but  attackers  will  shift 
See  2007,  page  14 
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It's  hard  to  work  like  a  team  when  only  the  big  players  have  remote  access.  With 
Microsoft®  Exchange  Server  2007,  everyone  can  connect  and  collaborate  anywhere 
they  go  through  a  unified  e-mail,  v-mail,  and  calendar  system  offering  advanced 
security.  See  how  BT®  is  able  to  help  its  global  team  work  more  efficiently  at 

microsoft.com/exchange 
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See  the  holes  in  your  wireless  network 

Before  they  do. 


Secure  your  wireless  LAN  from  unauthorized  users 
by  hunting  down  rogue  access  points  quickly  - 

with  the  EtherScope™  Network  Assistant.  Right  now 
hijackers  are  roaming  around  probing  for  unsecured 
access  points  -  either  to  gain  free  internet  access 
or  to  get  at  sensitive  data.  But  now  you  can  find 
them  75%  faster  with  a  handheld  EtherScope. 

Its  rugged,  compact  engineering  includes  a 
directional  antenna  and  customized  interface  that 
make  it  extremely  effective.  It  can  also  measure 
the  health  of  your  802.11/a/b/g  WLAN. 

Add  to  that  its  Gig  twisted  pair/fiber 
optic  LAN  analysis  capabilities  and 
you've  got  everything  you  need  to 
troubleshoot  problems  on 
both  sides  of  the  access 
point.  As  only  a  tool 
that  gives  you  true 
Network  Supervision  can. 


Visit  www.flukenetworks.com/roguehunting 

to  learn  more  about  eliminating  rogue 
security  threats  with  EtherScope. 

Also  enter  to  win  a  free  AnalyzeAir™  Wi-Fi 
Spectrum  Analyzer. 
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25  Opinion:  Nick  Lippis:  Mobile 
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COOLTOOLS 

The  Treo  750  smart  phone  can 

make  and  receive  phone  calls  from 
around  the  world.  Page  22. 


38  Opinion:  'Net  Buzz:  L  A.  Times 
writer  shuns  interaction  with  read¬ 
ers;  not  so  here. 
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Newsbits 

Cisco  puts  up  $830  million  for  IronPort . . . 

■  Cisco  last  week  announced  plans  to  acquire  IronPort 
Systems  for  $830  million.  Integration  of  IronPort’s  core  tech¬ 
nologies  into  Ciscos  Self-Defending  Network  framework  will 
begin  once  the  deal,  which  is  expected  to  close  by  April,  is 
finalized,  executives  say  Jeff  Platon,  vice  president  of  security 
solutions  at  Cisco,  says  the  goal  is  to  integrate  content  security 
and  network  security  but  wouldn’t  comment  further  on  what 
Cisco  might  do  with  IronPort’s  core  antispam  and  Web-filtering 
technologies,  beyond  continuing  to  market  the  existing 
IronPort  appliances.  However, Tom  Gillis,  vice  president  of  mar¬ 
keting  at  IronPort,  says  Cisco  and  IronPort  are  discussing  how 
to  weave  their  technologies  together.“For  instance,  Cisco  intru¬ 
sion-prevention  systems  could  be  put  into  the  IronPort  Web 
security  appliance,”  Gillis  says.‘And  the  IronPort  ‘reputation  fil¬ 
tering’  for  e-mail,  which  throttles  or  blocks  spam  at  the  connec¬ 
tion  layer,  could  be  useful  in  Cisco  switches.”  Cisco  intends  to 


Companies  are  using  collabora¬ 
tion  and  presence  tools  to  make 
decisions  faster,  cut  develop¬ 
ment  time  and  save  money. 

Page  26 

SAS  CIO  Suzanne  Gordon  says  a  presence- 
enabled  workplace  has  a  dramatic  effect  y§i$S; 

on  the  business. 
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Clear  Choice  Test: 

Network  Streaming's  SupportDesk  appliance  gives  the  help 
desk  a  direct  line  into  problem  PCs,  Page  30 


retain  nearly  all  IronPort  employees  and  will  operate  IronPort 


as  a  stand-alone  business. 

...and  warns  of  NAG 
product  vulnerabilities 

■  There  are  two  serious  vulnerabili¬ 
ties  in  Cisco  Clean  Access,  a  network 
access  control  product  that  lets  com¬ 
panies  screen  the  machines  of  users 
who  are  attempting  to  connect  to  a 
network  over  wired,  wireless  or 
remote  VPN  connections.  According 
to  Cisco  Security  Advisory  72379,  a 
problem  with  the  initial  setup  of  the 
Cisco  Clean  Access  Manager  (CAM) 
and  Clean  Access  Server  (CAS) 
devices  makes  it  impossible  to  config¬ 


ure  properly  a  “shared  secret”  that  is 
used  to  authenticate  communications 
between  them.  Remote  hackers  could 
take  advantage  of  the  vulnerability  by 
establishing  a  TCP  connection  to  CAS. 
A  second  vulnerability  in  CAM  lets 
malicious  users  view  backups  of  the 
CAM  database  without  first  authenti¬ 
cating  on  the  device.  Backup  files  con¬ 
tain  sensitive  information  about  the 
Clean  Access  installation  that  could 
be  used  to  compromise  the  CAM, 
including  CAM  user  passwords  stored 
in  unencrypted  text,  Cisco  said. 

See  News  Briefs,  page  6 
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News  Briefs 

continued  from  page  5 

House  member  uses  Second  Life 

■  U.S.  Rep.  George  Miller  (D-Calif.)  last  week  briefed 
a  group  of  invitees  on  the  top  priorities  of  the  new 
majority  party  in  Congress  from  a  new  House  of 
Representatives  chamber  in  the  virtual  world 
Second  Life.  Live  video  of  Nancy  Pelosi’s  first  speech 
as  the  Speaker  of  the  House  played  on  screens 
inside  the  Second  Life  chamber,  just  before  Miller’s 
avatar  showed  up.  Miller,  whose  avatar  wore  a  grey 
suit  and  had  white  hair  just  like  its  real-life  counter¬ 
part,  talked  about  the  House  Democrats’  goals  dur¬ 
ing  the  first  100  hours  of  the  new  congressional  ses¬ 
sion,  which  include  raising  the  minimum  wage,  pass¬ 
ing  new  ethics  rules  for  members  of  Congress  and 
requiring  more  cargo  to  be  inspected  as  it  comes 
into  the  United  States.  Miller  is  not  the  first  politician 
to  appear  in  Second  Life.  In  August,  Mark  Warner,  for¬ 
mer  Democratic  governor  of  Virginia,  answered 
questions  from  Second  Life  subscribers. 

This  Army  recruiter  never  sleeps 

■  The  U.S.  Army’s  latest  tool  for  bolstering  its  wartime 
ranks  is  a  virtual  officer  named  “SGT  STAR,”  an  artifi¬ 
cial  intelligence  tool  that  uses  a  conversational  style 
to  answer  questions  from  potential  soldiers  logged 
on  to  GoArmycom.  Everyone  who  joins  the  Army  still 
needs  to  meet  a  recruiter  face-to-face, says  Major  Bret 
Van  Poppel,  a  Web  and  interactive  analyst  at  Fort 
Knox  in  Kentucky.  But  SGT  STAR,  which  stands  for 
“strong,  trained  and  read}?’  may  be  the  first  step 
toward  letting  potential  recruits  enlist  electronically 
“Perhaps  sometime  10  years  down  the  road,  we  might 
go  to  a  completely  virtual  online  recruiting  process,” 
Van  Poppel  says. The  site  received  10  million  visits  in 
2006,  but  the  average  user  stayed  for  just  four  minutes. 
Since  SGT  STAR  launched  in  August,  the  average  user 
sticks  around  for  16  minutes. 


Theft  exposes  patient  data 

■  The  theft  of  a  computer  from  the  office  of  an  Ohio 
healthcare  contractor  on  Nov.  23  has  exposed  sensi¬ 
tive  data  belonging  to  tens  of  thousands  of  patients 
in  five  healthcare  firms  across  five  states.  The  com¬ 
promised  data  includes  the  names,  addresses,  med¬ 
ical  record  numbers,  diagnoses,  treatment  informa¬ 
tion  and  Social  Security  numbers  of  the  patients. 
Among  those  affected  are  patients  at  Emory 
Healthcare  in  Atlanta,  Geisinger  Health  System  in 
Danville,  Pa.,  and  Williamson  Medical  Center  in 


Franklin,  Tenn.  The  names  of  two  other  healthcare 
providers  affected  by  the  burglary  at  Electronic 
Registry  Systems  in  Cincinnati  have  not  been 
released  yet.  News  of  the  theft  comes  amid  height¬ 
ening  concerns  about  privacy  breaches  involving 
healthcare  data.  Last  September,  the  Government 
Accountability  Office  released  a  report  showing 
that  more  than  40%  of  U.S.  Medicare  contrac¬ 
tors  and  state  Medicaid  agencies  experienced 
a  security  breach  involving  protected  health 
information  during  the  past  two  years. 

SSL  interest  eclipsing  IPSec 

■  When  it  comes  to  remote-access  security,  more 
companies  are  choosing  SSL  VPNs  over  IPSec  VPNs, 
according  to  a  new  report  from  Gartner. The  research 
firm  says  some  of  its  clients  have  ceased  to  provision 
new  IPSec  remote-access  accounts,  and  others  have 
replaced  IPSec  with  SSL,  citing  the  benefits  of  easier 
provisioning  of  user  accounts  and  a  simpler  user 
experience.  SSL  VPNs  can  be  accessed  via  browsers, 
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Imperva  finds  flaw 

■  Security  vendor  Imperva 
has  identified  a  vulnerabil¬ 
ity  that  it  says  an  attacker 


Searching  for  the  meaning  of  IT  life 

Curious  study  results  of  the  day:  IT  managers  waste  a  lot  of 
time  looking  for  information  -  two  hours  a  day  of  fruitless 
searching,  according  to  a  study  by  Accenture.  Accenture 
piles  it  on  by  saying  close  to  half  of  those  surveyed  -  42% 

-  said  they  accidentally  use  the  wrong  information  at  least 
once  a  week.  Makes  a  lot  of  folks  look  like  dolts,  doesn't  it? 
www.networkworld.com/weblogs/layer8 


“After  the  third  out  in  an 
inning,  everyone  goes  away, 
then  we  have  60  seconds  for 
commercials.  God  forbid  they 
pinch-hit  at  the  top  of  the  next 
inning. Then  half  a  million  peo¬ 
ple  request  the  same  JPEG 
within  a  10-second  span.  You 
go  from  zero  to  600  miles  per 
hour  really  fast.’’ 

Ryan  Nelson,  director  of  operations,  MLB.com 

See  story  at  www.nwdocfinder.com/6842 


making  them  more  flexible  than  IPSec,  which 
requires  separate  client  software  on  remote 
machines.  The  study  predicts  that  by  2008,  SSL  VPNs 
will  be  the  primary  remote-access  method  for  most 
businesses.  Sales  of  SSL  VPN  gear  were  up  26%  in  the 
first  three  quarters  of  2006  compared  with  2005, 
according  to  Gartner. 


TheGoodTheBadTheUgly 

<  Toyota's  green  team.  Looking  to  build  a  commun¬ 
ity  and  no  doubt  build  up  its  marketing  war  chest,  the  car  company 

last  week  relaunched  its  Web  site 
for  hybrid  owners.  Toyota 
wants  customers  to  create 
profiles  highlighting  their 
reasons  for  owning  a 
hybrid  vehicle.  The  company 
claims  to  have  more  than 
600,000  hybrids  on  the  road,  so  the  potential  for  building  an  online 
community  of  customers  is  big.  The  site  has  cool  features,  such  as 
an  interactive  distance  map  that  plays  up  how  much  farther  Toyota 
hybrid  vehicles  travel  than  ordinary  cars. 

“Happy  New  Year!"  worm  on  the  move. 

VeriSign  is  warning  of  a  new  e-mail  worm  arriving  in  in-boxes  with 
the  subject  "Happy  New  Year!"  The  worm  won't  cause  damage  unless 
the  user  clicks  on  the  attached  postcard.exe  file.  The  file  installs 
several  malicious-code  variants,  including  Tibs,  Nwar,  Banwarum  and 
Glowa,  on  the  computer.  It  then  executes  mass  mailings  from  the 
infected  computer. 

Blame  the  voting  machines,  a  Florida  judge  has 

rejected  a  U.S.  Congressional  candidate's  request  to  examine  the 
source  code  of  electronic  voting  machines  alleged  to  have  miscounted 
votes  in  November's  election.  Judge  William  Gary  of  Florida's  Second 
Judicial  Circuit  rejected  the  request  by  Democratic  candidate  Christine 
Jennings,  saying  the  source  code  for  the  Election  Systems  &  Software 
e-voting  machines  used  in  the  election  is  a  trade  secret.  Jennings,  who 
lost  by  369  votes,  has  sued  election  officials  in  Sarasota  County,  Fla., 
over  discrepancies  in  the  way  votes  were  recorded. 


could  use  to  compromise  an  application  based  on 
the  Web  scripting  components  known  collectively  as 
AJAX  (Asynchronous  JavaScript  +  XML). The  vulnera¬ 
bility  in  the  Direct  Web  Reporting  component  of  the 
AJAX  development  framework  is  probably  the  first 
server-side-based  vulnerability  to  be  identified, 
according  to  Imperva,  which  has  issued  guidelines 
on  a  workaround  that  would  let  application  pro¬ 
grammers  close  the  hole.  The  flaw  would  let  an 
attacker  break  into  back-end  databases  and  servers 
or  launch  a  denial-of-service  attack.  Expect  to  see 
more  vulnerabilities  in  the  server-side  framework 
emerge,  warns  Imperva ’s  CTO  Amichai  Shulman,  who 
says  it’s  the  responsibility  of  application  program¬ 
mers  to  correct  the  AJAX  flaw 


Internet  to  talk  more  languages 

■  The  University  of  California  at  Berkeley  has  been 
awarded  about  $300,000  in  new  funding  to  continue 
its  effort  over  the  next  two  years  to  make  writing  sys¬ 
tems  for  all  languages  work  on  the  Internet.The  Script 
Encoding  Initiative,  already  4  years  old,  will  focus  on 
encoding  eight  scripts  this  year  and  eight  more  next 
year,  including  Javanese  and  assorted  Native 
American  languages.  More  than  80  writing  systems 
are  not  yet  in  Unicode,  the  international  character¬ 
encoding  standard  used  on  the  ’Net,  according  to  the 
university  It’s  difficult  for  backers  of  obscure  scripts  to 
get  the  scripts  included  in  Unicode,  because  the 
research  needed  to  submit  a  proposal  can  be  expen¬ 
sive  to  conduct.  Google  and  the  National  Endowment 
for  the  Humanities  are  providing  the  new  funding  for 
the  initiative. Total  funding  adds  up  about  20%  of  the 
$4  million  needed  to  reach  the  project’s  goal. 
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Optimization  can  make  your  servers  more  manageable. 


(Itfs  time  you  took  back  control  of  them.) 


Hard  drives  sold  separately 


IBM®  System  x3550  Rack-mount  Server 

•  Dual-core  Intel®  Xeon®  Processor  5160  (3.0GHz) 

•  Memory:  1GB  std.,  32GB  max.  (PC2-5300) 

•  Hard  drives:  none  ship  standard;  up  to  three  hot-swappable 
SAS  drive  bays  available,  600GB  maximum  storage 

•  Cache:  4MB  (2  x  2MB)  Level  2  Cache 

•  Dual  Channel  Gigabit  Ethernet 


Premier 

Business 

Partner 


$2839" 

CDW  1029369 


Oracle"  Database  lOg  Standard  Edition  One 

•  Easy  to  install  and  manage,  complete  with  built-in  E3EEBEI 

automated  management 

•  Easy  to  develop,  including  Windows  .NET,  Visual  Studio, 

SQL  Developer,  Java,  XML,  Oracle  Application  Express 

•  Suitable  for  all  data,  all  applications  and  all  OS  platforms, 
including  Windows  and  Linux 

Named  User  license  $125  CDW  560325 


IBM  EXPRESS  MODEL1 


IBM  System  Storage  DS4200  Express  Model  7V 

•  Four  autonegotiating  4Gbps  Fibre  Channel  interfaces 

•  Affordable  entry  point  offers  dual-active  controllers 
and  up  to  16  SATA  drives  (8TB)  in  3U  enclosure 

•  Supports  online  expansion  up  to  112  SATA  drives 

$9699.99  CDW  1027307 


The  Server  Solutions  You  Need  When  You  Need  Them. 

Is  managing  your  growing  number  of  servers  and  your  growing  storage  needs  getting  to  be  too  much?  Then 
server  optimization  may  be  just  the  answer.  From  server  consolidation  to  storage  management,  networking  to 
virtualization,  CDW  can  answer  your  questions  and  get  you  the  solutions  you  need.  So  call  CDW  today.  It's  time 
you  ran  your  network,  not  the  other  way  around. 


IBM  Express  savings  reflected  in  price  shown;  IBM  Express  savings  based  on  a  comparison  of  the  IBM  Express  price  versus  the  standard  list  price  of  an  identically  configured  product  if  purchased  separately; 
savings  may  vary  based  on  channel  and/or  direct  standard  pricing.  Minimum  purchase  of  five  Named  User  licenses  required;  call  your  CDW  account  manager  for  details.  Offer  subject  to  CDW's  standard 
terms  and  conditions  of  sale,  available  at  CDW.com.  ©2007  CDW  Corporation. 


PEER8AY 

From  our  online  forums 

m  Ethernet  in  the  data  cen¬ 
ter.  A  user  explains  why 
Ethernet  may  finally  be  ready 
for  heavy-duty  server  use: 

“With  the  arrival  of  iSCSI, 
Ethernet  is  finally  ready  to  be 
the  unified  handline  traditional 
traffic  as  well  as  storage  (push¬ 
ing  out  FC)  and  IPC  (pushing 
out  specialized  interconnects 
such  as  Myrinet  and  IB)," 
www.nwdocfinder.  com/6851 

■  Users.  Readers  are  once 
again  complaining  about  the 
people  they  support.  As  one 
puts  it:  “What  irks  me  as  an  IT 
manager  is  that  you  have  every 
Tom,  Dick  and  Jane  out  there 
jumping  onto  Google  and  pro¬ 
viding  me  with  several  solu¬ 
tions  before  I  even  get  a 
chance  to  diagnose  their  issue! 
And  99.9%  of  the  time  they 
oversimplify  the  real  issue.  This 
occurs  frequently  in  the  med¬ 
ical  arena,  except  users  are 
called  'patients'.  Now,  I  ask 
you,  how  often  does  the 
'patient'  second  guess  the 
'doctor'?" 

www.nwdocfinder.com/6852 

■  The  patience  of  Jobs. 

Some  readers  wondered  why 
Apple's  Steve  Jobs  wasn't  on 
our  recent  list  of  networking's 
50  most  powerful  people. 
Others,  however,  were  not  at  all 
surprised:  “iPods  are  cool  but 
they  don't  do  much  for  enter¬ 
prise  networks.  Same  thing 
with  Pixar  studios.” 
www.nwdocfinder.com/6853 

■  Running  Windows  on  an 
Apple  PC.  Users  discuss  how 
to  do  it  without  Apple's 
BootCamp. 

www.nwdocfinder.com/6854 

■  Just  say  no  to  EVSSL. 

Extended  Validation  SSL  is  an 
attempt  by  a  consortium  to 
reduce  online  phishing  by 
fraudulent  e-commerce  sites. 
But  some  users  say  it  won't 
work:  “EVSSL  is  a  poorly 
thought  out  and  myopically 
implemented  'standard.' 
Although  a  solution  is  still 
needed  to  avoid  phishing 
scams,  EVSSL  is  not  it.  The 
best  thing  we  can  do  is  to  not 
purchase  or  use  EVSSL,  and 
let  it  go  the  way  of  CP/M." 
www.nwdocfinder.com/6877 
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FOLLOW  THESE  LINKS  TO  MORE  RESOURCES  ONLINE 


BLOGGSPHERE 

A  Microsoft-speak  timeline 

Plus:  High-tech  cheating  and  a  possible  lawsuit 


A  Microsoft-speak  timeline.  If  you  want  to 
see  how  Microsoft  has  evolved  over  the  past  30 
years,  take  a  look  at  the  keywords.  News  Editor 
Paul  McNamara  discovered  that  Seattle  P-I 
blogger  Todd  Bishop  put  together  a  tag  cloud 
that  covers  Microsoft's  more  interesting  writ¬ 
ings  over  that  time,  and  presents  the  keywords 
so  that  you  can  see  where  their  heads  were  at 
any  given  time,  www.nwdocfinder.com 
/6872 

His  cheatin’  hat.  In  Compendium,  Adam 
Gaffin  came  across  a  story  about  an  Indian 
chess  player  who  was  banned  from  the  game 
for  a  decade.  How  did  he  cheat?  Through  a 
Bluetooth  receiver  sewn  into  his  cap. 
www.nwdocfinder.com/6873 

7  seconds  of  Coke.  The  Internet  means  not 
being  able  to  get  away  with  as  much.  Layer  8 
relates  the  story  of  7  Seconds  of  Love,  a  ska 
band  that  didn’t  care  when  Coca-Cola  allegedly 


used  one  of  its  songs  in  an  ad  in  Argentina.  But 
when  it  turned  up  on  the  Internet,  that  led  to 
“righteous  furyf  “deep  irritation,”  and  quite  pos¬ 
sibly  a  lawsuit  www.nwdocfinder.com/6874 

Start  off  right.  How  you  run  your  IT  organi¬ 
zation  in  the  first  month  of  the  year  can  help 
set  the  tone  for  the  other  1 1  months.  Lab 
Alliance  member  James  Gaskin  shares  his  tips 
for  getting  your  house  in  order  this  January  — 
including  getting  an  inventory,  testing  the 
restore  process  from  backups  and  checking 
invoices,  www.nwdocfinder.com/6875 

The  many  languages  of  the  Internet. 

Research  blog  Alpha  Doggs  points  to  efforts  at 
the  University  of  California  at  Berkeley  to 
make  all  languages’  writing  systems  work  on 
the  Internet.  There  are  about  80  writing  sys¬ 
tems  that  have  not  yet  been  coded,  but  the 
university  just  got  $300,000  in  new  funding. 
www.nwdocfinder.com/6876 


Hot  Seat  interviews,  the  coolest  tools  and  more 


Top 

rity  analyst  Nick  Selby  from 
the  451  Group  discusses 
data  leakage  and  other  2007 
security  concerns  in  this 
week's  Hot  Seat  video. 
www.nwdocfinder.com/6860 


Cool  Tools: 

A  different 
type  of 
keyboard. 

Keith 

Shaw  makes  a  New  Year's 
resolution  to  learn  a  new 
skill,  and  he's  hoping  the 
Piano  Wizard  software  will 
teach  him  how  to  tickle  the 
ivories. 

www.nwdocfinder.cont/6861 


Twisted  Pair 
Podcast 

Wading 
through  use¬ 
less  data. 

Keith  and  Jason  Meserve 
discuss  the  Cisco/lronPort 
deal,  the  slow  upgrade  path 
for  Vista,  and  why  IT  man¬ 
agers  spend  a  lot  of  time 
collecting  useless  data. 
www.nwdocfinder.com/6862 


ASK  THE 

HELPDESK  Find  the  answers  to  these  prickly  problems  online. 

This  week:  Dealing  with  a  barrage  of  spam. 


Ron  Nutter  helps  a  user  deal  with  a  sudden 
barrage  of  spam. 

Help  Desk  response: 
www.nwdocfinder.com/6855 


Security  newsletter  writer  M.E.  Kabay  exam¬ 
ines  preparing  for  the  CISSP  exam. 

Help  Desk  response: 
www.nwdocfinder.com/6857 


Analyst  Robin  Gareiss  looks  at  telepresence  in 
the  branch  office. 

Help  Desk  response: 
www.nwdocfinder.com/6856 


Storage  newsletter  writer  Mike  Karp  looks  at 
VMware  changes. 

Help  Desk  response: 
www.nwdocfinder.com/6858 


I  v  I  BEST  OF  NWS 

NEWSLETTERS 

Applications 
that  clog  up 
your  network 
in  2007 

Plus:  What's  next  for 
desktop  management 
and  a  NAC  study. 

Wide-area  networking: 

Remember  how  the  NCAA 
March  Madness  live  feeds 
clogged  up  your  net?  Analysts 
Steve  Taylor  and  Jim  Metzler  say 
network  managers  should 
expect  more  of  the  same  in 
2007. 

www.nwdocfinder.  com/6864 

Wireless  in  the  enterprise: 

If  you  are  planning  to  deploy  a 
Wi-Fi  intrusion  detection/pre¬ 
vention  system,  how  do  you 
know  where  to  place  your  sen¬ 
sors  and  how  many  of  them  to 
install?  Editor  Joanie  Wexler  has 
some  answers. 

www.nwdocfinder.com/6865 

Network  access  control: 

Senior  Editor  Tim  Greene 
reports  on  a  recent  study  that 
presents  some  useful  steps 
businesses  should  take  when 
considering  the  use  of  NAC 
as  a  way  to  protect  their 
networks,  www.nwdocfind 
er.com/6866 

Network/systems  manage¬ 
ment:  Citrix’  purchase  of 
Ardence  begs  the  question:  Will 
virtual  provisioning  eliminate 
legacy-style  desktop  manage¬ 
ment?  Consultant  Andi  Mann 
reports. 

www. nwdocfinder.com/6867 

Convergence  and  VoIP: 

Analysts  Steve  Taylor  and  Larry 
Hettick  predict  that  Microsoft 
Live  Communicatons  Server 
would  be  a  credible  alternative 
to  traditional  VoIP 
www.nwdocfinder.com/6868 


Free  e-mail  newsletters 

Sign  up  for  any  of  more  than  40 
newsletters  on  key  network  topics. 

www.nwdocfinder.com/1 002 


Work  is  not  a  place,  it’s  an  activity. 

On  the  integrated  network, 
inspiration  can  strike  anywhere. 
Anytime.  At  a  desk  or  across  the  office. 
Employees’  ideas  are  equally  secure  on 
wired  and  wireless  devices.  And  Cisco 
Secure  Unified  Wireless  Solutions  are 
naturally  integrated  into  your  network. 
One  user.  Many  devices.  Security 
everywhere.  The  story  continues  at 
cisco.com/integratednetwork. 


welcome  to  .i|i.i|i. 

the  human  network,  cisco. 
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Apple  Macworld  extends  corporate  pitch 

OS  X  upgrade,  new  iPod  and  possibly  the  oft-rumored  iPhone  to  take  center  stage 


BY  JENNIFER  MEARS 

When  the  Macworld  Confer¬ 
ence  &  Expo  kicks  off  this  week, 
attendees  can  expect  the  usual 
buzz  around  consumer  products: 
Steve  Jobs  is  expected  to  formally 
unveil  iTV,  a  video  streaming 
device, during  his  keynote  address 
Tuesday  and  there  is  speculation 
that  a  new  iFbd  and  perhaps  even 
an  iPhone  will  be  introduced. 

There  also  will  be  a  heightened 
focus  on  enterprise  customers  as 
Apple  has  in  the  past  couple  years 
bolstered  its  standing  as  a  viable 
server  alternative  in  corporate 
data  centers  (see  graphic). 

Attendees  can  expect  more 
details  on  Apple’s  next  release  of 
its  Unix-based  operating  system, 
OS  X  10.5,  code-named  Leopard, 
for  instance.  Leopards  debut  is 
slated  for  the  spring,  but  industry 
observers  say  Jobs,  in  his  talk,  may 
give  an  earlier  date  for  its  release. 
The  operating  system,  which  Jobs 
previewed  at  the  Apple  Worldwide 
Developers  Conference  in  San 
Francisco  in  August, has  a  number 
of  new  features,  including  an 
updated  version  of  Boot  Camp, 
software  now  in  beta  that  lets 


Windows  run  on  Apple  machines. 

Other  updates  in  Leopard  in¬ 
clude  easier  setup  and  search  on 
the  server  side,  a  well  as  iCal 
Server,  which  lets  users  share  cal¬ 
endars  and  perform  other  collab¬ 
orative  tasks.  On  the  desktop, 
Leopard  updates  include  an  auto¬ 
mated  backup  system  called  Time 
Machine  and  expanded  Spotlight 
search,  enabling  users  to  look 
across  networked  machines. 

In  line  with  Apple’s  growing  en¬ 
terprise  focus,  Macworld  atten¬ 
dees  will  find  an  enhanced  MaclT 
Conference,  three  days  of  training 
sessions  designed  for  corporate 
Apple  customers.  The  conference 
runs  Wednesday  through  Friday 
and  aims  to  educate  IT  executives 
about  a  range  of  issues,  including 
integrating  Macs  into  heteroge¬ 
neous  environments,  imaging,  de¬ 
ploying  Mac  systems  and  secur¬ 
ing  Mac  environments. 

About  40,000  people  are  ex¬ 
pected  to  attend  Macworld, which 
runs  Monday  through  Friday  at 
the  Moscone  Center  in  San  Fran¬ 
cisco.  About  38,000  attended  last 
year,  according  to  show  organizer 
IDG  World  Expo,  a  sister  company 


Apple  by  the  numbers 

While  the  rest  of  the  Unix 
market  struggled,  Apple 
enjoyed  a  nice  uptick  in  sales 
of  its  Mac  OS  X  operating 
system,  though  its  boost  in 
revenue  comes  primarily 
from  the  desktop  side, 
according  to  I  DC. 

Unix  operating  systems  and 
subsystems  revenue  by 
vendor  ($M): 


2004 

2005 

Annual 

growth 

HP 

661 

666 

0.8% 

Sun 

611 

601 

-1.6% 

Apple 

283 

392 

38.5% 

IBM 

344 

338 

-1.9% 

Other 

306 

281 

-8.3% 

Total 

2,205 

2,278 

3.3% 

of  Network  World.  As  for  the  MaclT 
Conference,  about  750  are  ex¬ 
pected,  compared  with  375  at  the 
debut  conference  in  2003. 

About  400  exhibitors,  with  more 
than  100  first-timers,  will  pack  the 
north  and  south  halls  of  the  con¬ 


vention  center, says  Paul  Kent,  vice 
president  of  Macworld. 

Dan  O’Donnell,  collaboration 
coordinator  and  Macintosh  ad¬ 
ministrator  at  RAND,  a  nonprofit 
research  organization  based  in 
Santa  Monica,  Calif.,  says  he’s 
heading  to  Macworld  to  attend 
sessions  primarily  on  security 
issues  and  also  to  “kick  the  tires” 
on  any  new  hardware.  In  addi¬ 
tion,  O’Donnell  is  presenting  at 
the  MaclT  Conference  on  Friday 
regarding  his  use  of  Common 
Criteria  tools  to  ensure  Mac  OS  X 
is  as  secure  as  it  can  be. 

“The  show  has  really  evolved. 
For  a  long  time  it  was  a  con¬ 
sumer-oriented  show,  and  those 
of  us  who  are  from  the  enterprise 
space  —  there  weren’t  very  many 
of  us  —  would  use  it  as  a  place  to 
meet  and  compare  notes,” 
O’Donnell  says.  “Now  Macintosh 
in  the  enterprise  is  becoming 
more  recognized,  and  there  are 
tracks  that  are  specifically  for  us 
enterprise  people.  We  don’t  have 
to  sneak  off  anymore.” 

Macworld’s  Kent  agrees,  noting 
that  the  show  has  increased  its 
offerings  for  enterprise  profession¬ 


als  during  the  past  four  years. 

“People  have  come  to  know  that 
Macworld  is  the  place  where  they 
can  get  enterprise  training,”  he 
says.  “And  this  is  training  on 
Apple’s  enterprise  products, every¬ 
thing  from  the  Xserve  to  the  RAID 
products  to  their  parallel  comput¬ 
ing  products  and  also  how  Macs 
integrate  with  other  technologies. 
One  of  the  hottest  topics  right 
now  is  this  rapidly  converging 
world  of  Mac  OS  and  the  Win¬ 
dows  operating  system.” 

Schoun  Regan,  who  owns  Mac 
training  firm  ITInstruction.com 
in  Lexington,  Ky.,  and  is  this 
year’s  chair  of  the  MaclT  Con¬ 
ference,  says  he’s  seeing  more 
interest  in  Apple  systems  among 
Windows  shops.  “This  is  because 
of  [Macs  now  running  on]  the 
Intel  chipset  and  because  people 
are  understanding  that  Mac  OS  X 
is  a  robust,  scalable  and  secure 
operating  system,”  he  says. 

At  Macworld  last  year,  Jobs  intro¬ 
duced  the  first  Intel-based  Mac 
product  and  said  the  company’s 
entire  product  line  would  transi¬ 
tion  from  the  PowerPC  to  Intel 
processors  during  the  year. 

“The  impact  of  Apple’s  migra¬ 
tion  to  Intel  is  really  very  large,” 
O’Donnell  says.“it  allows  running 
Windows  on  Apple  hardware 
either  native  or  virtualized,  and 
this  is  good  for  users,  systems 
administrators,  Apple  and  Micro¬ 
soft.  Everybody  wins,  and  nobody 
loses.  More  than  anything,  I  think 
we’ll  see  this  increase  the  usage  of 
Macs  in  the  enterprise  space.” 

IT  executives  who  may  be  taking 
a  first  serious  look  at  Macs  should 
consider  Macworld  a  testing 
ground,  O’Donnell  says. 

“A  lot  of  my  peers  in  IT  or  sys¬ 
tems  administration  are  really 
Windows  people,  and  when 
someone  mentions  Macs  to  them, 
they  remember  way  back  when, 
when  they  were  in  college.  It’s  all 
different  nowf  he  says.“They  need 
to  be  cognizant  that  [Mac  OS  X]  is 
a  much  more  robust  operating 
system  and  works  better  with 
Windows.  They  need  to  keep  an 
open  mind.”B 
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Akorri  touts  smarter  app  management 


BY  DENI  CONNOR 

Akorri  is  looking  to  help  enterprises  improve 
application  delivery  with  software  that  ana¬ 
lyzes  the  impact  of  changes  to  storage  and 
server  resources  on  application  performance. 

The  start-up’s  first  product  is  BalancePoint, 
which  can  correlate  dependencies  among 
applications  and  the  storage  and  server 
resources  allocated  to  them  and  predict  how 
changes,  such  as  added  capacity  or  increased 
use,  will  affect  operations. 

“As  we  talked  with  customers,  one  of  the 
problems  we  saw  was  a  lack  of  visibility  across 
technology  silos,”  says  Richard  Corley,  Akorri’s 
founder  and  CTO. ‘To  manage  the  data  center 
today, you  have  to  have  a  holistic  view  of  it,  not 
just  what’s  going  on  with  storage,  what’s  going 
on  with  servers.  You  have  to  bring  them  to¬ 
gether.  IT  really  has  no  idea  how  the  relation¬ 
ships  between  servers,  storage,  networks  and 
applications  are  affecting  one  another!’ 

Traditionally,  the  adjusting  of  network 
resources  is  a  manual  chore,  solved  with 
spreadsheets  and  a  lot  of  calculations.  Over¬ 
provisioning  is  common. 

As  many  as  80%  of  Fortune  1000  companies 
surveyed  by  The  InfoPro  say  they  tend  to  add 


excess  capacity  to  storage  and  server  elements 
to  ensure  application  performance  when  deal¬ 
ing  with  application  brownouts  caused  by 
scant  or  strained  server  and  storage  resources. 
Yet  they  experience  brownouts  despite  added 
capacity  Almost  75%  of  the  companies  sur¬ 
veyed  by  The  InfoPro  suffered  at  least  one 
application  brownout  per  month. 

BalancePoint  competes  with  storage  and 
network  resource-management  products  from 
EMC,  HR  IBM  and  Onaro.  Unlike  products  that 
show  only  where  data  is  stored,  what  capacity 
is  available  and  which  storage  resources  sup¬ 
port  the  business  processes,  Akorri’s  Balance- 
Point  analyzes  those  dependencies  and  pre¬ 
dicts  how  storage  and  server  resources  will 
affect  the  performance  of  applications. 

“Akorri’s  BalancePoint  reminds  me  of  the 
three  rings  of  Ballantine  Ale,  which  stood  for 
purity,  body  and  flavor,”  says  Mike  Karp,  senior 
analyst  at  Enterprise  Management  Associates. 
“The  company’s  product  is  able  to  cross — cor¬ 
relate  systems,  storage  and  network  resource 
management  and  has  the  ability  to  reach 
across  one  domain  into  another”  That’s  what 
EMC  is  looking  to  do  with  the  acquisitions  of 
BMC’s  application-centric  storage-manage¬ 


ment  tools  and  Smarts,  he  adds. 

Akorri,  which  has  50  employees,  was 
founded  in  January  2005  by  Corley  founder  of 
Pirns  Networks,  acquired  in  2002  by  Sun  for 
$167  million.  Its  name  derives  from  a  colossal 
New  Zealand  tree,  the  Kauri,  which  is  known 
for  its  size  and  strength. 

BalancePoint  comes  preinstalled  on  a  rack¬ 
mounted  server-based  appliance  that  con¬ 
nects  to  an  IP  network.  It  works  with  Oracle, 
Microsoft  SQL  Server  and  IBM  DB2  databases; 
Microsoft  Exchange  and  IBM  Lotus  Notes;  and 
the  Windows  Common  Internet  File  System 
and  Unix/Linux  Network  File  System. 

The  software  can  monitor  Windows,  AIX,  HP- 
UX  and  Solaris  servers;  later  this  quarter  it  will 
also  support  Linux.  In  the  future,  BalancePoint 
will  support  streaming  media  and  digital  con¬ 
tent.  On  the  storage  front,  BalancePoint  works 
with  arrays  from  EMC,  IBM,  Hitachi  Data 
Systems,  Engenio,  HP  and  Network  Appliance. 

BalancePointV1.3  starts  at  $30,000.  Pricing 
depends  on  the  operating  systems  and 
applications  being  used,  as  well  as  the 
capacity  of  storage  under  management.  A 
typical  enterprise-size  installation  would 
start  at  about  $250, 000. ■ 
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the  powernifi 
of  IT  delivers 
over  four  million 
promises  a  day. 


Unified  and  simplified  package  tracking:  a  logistical  dream. 

The  best  way  for  DHL,  the  world  leader  of  delivery  services,  to  move  more  packages  is  to 
move  more  information.  CA  software  solutions  helped  DHL  to  unify  and  simplify  its  global 
package  tracking  systems.  This  increased  efficiency  gave  DHL  the  ability  to  deliver  over 
one  billion  promises  more  accurately  each  year.  It's  more  proof  that  customer  service  is 
back  in  shipping.  Learn  how  CA  software  solutions  enable  enterprises  like  DHL  to  realize 
the  full  power  of  IT  at  ca.com/customers 
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ENTERPRISE  MESSAGING 

EXCHANGE  2007 

Microsoft 

www.microsoft.com/exchange 


NetResults  3.1 


$75  per  client  access  license,  $699  per  standard  server,  $4,000 
per  enterprise  server. 

Pros:  High  degree  of  scalability  and  excellent  high-availability; 
easy  to  manage  using  both  GUI  and  command-line 
interface;  new  features  extend  into  such  areas  as 
mobile  device  synchronization  and  VoIP  PBX  integration; 
security  model  provides  an  architecture  that  supports 
significant  defense  capabilities  (antispam,  exfiltration, 
reduced  attack  surface). 

Cons:  Security  model  still  not  completely  Internet-hardened; 
Foret ront  antispam  engine  lags  behind  those  of  industry 
leaders;  defense  capabilities  don’t  address  state-of- 
the-art  attack  strategies;  content  inspection  not  on  par 
with  that  of  third-party  solutions. 


Exchange 

continued  from  page  1 

established  vendors  in  those 
markets. 

Exchange  2007  is  sized  for  the 
largest  enterprises,  because  it 
requires  64-bit  hardware.  That  sig¬ 
nals  that  the  product  will  need 
substantial  hardware,  software, 
network  bandwidth  and  opera¬ 
tions  resources.  We  didn’t  run 
strenuous,  repeatable  bench¬ 
marks  on  Exchange  2007  for  this 
features-based  test. 

With  Exchange  2007,  Microsoft 
has  solved  one  of  the  messaging 
platforms  long-standing  reliability 
issues  by  allowing  for  true  data¬ 
base  replication  to  independent 
storage  subsystems.  We  used  Ex¬ 
change  2007’s  Cluster  Continuous 
Replication  service  to  build  a 
cluster  of  two  mailbox  servers, 
each  with  independent  disk  stor¬ 
age.  We  turned  off  the  cluster’s 
active  node  and  watched  it  con¬ 
tinue  to  operate  without  a  hitch. 
The  active/passive  model  con¬ 
sumes  twice  as  many  resources, 
depending  on  how  the  disk  stor¬ 
age  is  replicated,  but  the  cost  of 
additional  hardware  could  be  low 
compared  with  the  cost  of  losing 
an  enterprise  e-mail  system. 

For  systems  with  lower  transac¬ 
tion  rates,  Exchange  2007’s  Local 
Continuous  Replication  (LCR) 
service  makes  the  same  technol¬ 
ogy  available  on  a  single  node. 
LCR  lets  the  user  keep  two  contin¬ 
uously  updated  copies  of  the 
mailbox  database  on  separate 
storage  systems.  We  used  LCR  to 
copy  our  database  to  two  disks  on 
the  same  server.  When  we  discon¬ 
nected  the  master  disk,  we  used 
the  updated  management  GUI, 
Exchange  Management  Console, 
to  point  the  database  to  the  copy 
disk  and  were  up  and  running 
within  a  few  minutes. 

Nothing  about  managing  Ex¬ 
change  in  the  past  was  as  simple 
as  handling  Exchange  2007  now. 


MORE  ONLINE 

•  Story  on  Outlook  2007’s  links  to 
Exchange  2007. 

www.nwdocfinder.com/6871 

•  Check  out  our  test  methodology. 

www.nwdocfinder.com/6870 

•  Compare  Exchange  2007  with 
competing  messaging  platforms 

via  the  NWW  Messaging  Buyer’s 
Guide. 

www.nwdocfinder.com/1120 


While  the  Exchange  Management 
Console  is  a  variation  on  the  tra¬ 
ditional  theme  — “Hey,  how  about 
we  move  a  bunch  of  stuff  over  to 
the  right  side  from  the  left  side?” 
—  Microsoft  has  added  a  true 
command  line,  called  Exchange 
Management  Shell,  which  is 
based  on  Microsoft’s  new  Win¬ 
dows  PowerShell  technology 

We  found  GUI  management 
very  streamlined.  This  partly  is  a 
side  effect  of  being  able  to  hide 
some  of  the  complex  and  seldom- 
used  options  on  the  command 
line  interface  (CLI)  side,  but  it’s 
also  a  credit  to  the  efforts  of  the 
GUI  designers.  Some  operations 
are  even  simpler  to  complete 
using  the  guided  wizards,  for 
example,  to  define  mail  policies 
for  compliance  or  message  tag¬ 
ging.  But  for  many  tasks,  it’s  better 
to  drop  into  the  command  shell 
than  to  root  around  in  the  GUI.We 
never  did  find  some  things  in  the 
GUI,  such  as  enabling  RPC-over- 
HTTP  for  remote  users,  but  we 
were  able  to  complete  these  tasks 
easily  using  the  CLI.  Other  very 
complicated  tasks,  such  as  point- 
of-presence  and  IMAP  manage¬ 
ment,  are  doable  only  via  the  CLI. 

With  Exchange  2007,  the  Micro¬ 
soft  team  again  has  hit  deep  into 
the  field  by  formalizing  server 
roles  (functions  that  Exchange 
servers  play  on  the  network,  such 
as  mailbox  server,  client  access 
server  and  transport  hub)  and 
letting  them  be  managed  central¬ 
ly.  Servers  can  have  multiple 
roles,  but  most  Exchange  2007 
deployments  will  have  separate 
functions  on  separate  servers. 
This  refinement  simplifies  creat¬ 
ing  large  Exchange  networks  and 
will  help  with  requirements  for  e- 
mail  policy  enforcement  and 
compliance. 

One  change  in  particular  will  be 
critical  for  e-mail  policy  manage¬ 
ment.  In  Exchange  2007,  all  mes¬ 
sages  —  internal  or  sent  via  the 
Internet  —  must  pass  through  a 
transport  server  that  applies  pol¬ 
icy  and  controls.  This  may  seem 
inefficient  for  user-to-user  traffic, 
but  it  finally  formalizes  a  consis¬ 
tent  hook  into  Exchange  that 
administrators  have  needed  for 
years  and  that  has  been  provided 
only  haphazardly  by  third  parties. 

In  our  testing,  we  used  a  sepa¬ 
rate  transport  server  to  apply  a 
specific  archiving  policy  to  mes¬ 
sages  between  users  in  our  clus¬ 
tered  mailbox  server.  Defining  this 
type  of  policy  is  simple  using  the 
wizards  in  Exchange  Manage¬ 


ment  Console. 

A  new  role  introduced  in  Ex¬ 
change  2007  is  the  Edge  Transport 
server,  a  system  that  isn’t  joined  to 
the  Active  Directory  domain  but 
sends  and  receives  Internet  e-mail. 
The  thinking  is  that  by  having  an 
Edge  Transport  server  in  place,  not 
trusted  in  the  domain,  security 
exposure  is  minimized.The  server, 
among  other  functions  (see  www. 
nwdocfinder.com/6863  for  other 
Edge  Transport  server  facilities) 
runs  antispam  and  antivirus  tools. 

Microsoft  provides  an  integrat¬ 
ed  antivirus  and  antispam  add-on 
for  Edge  Transport  servers  called 
Forefront  Security,  which  pits 
Exchange/Forefront  against  more 
established  e-mail  gateways  from 
Symantec,  IronPort  (bought  last 
week  by  Cisco),  Trend,  Tumble¬ 
weed  and  SonicWall.  Microsoft’s 
antivirus  system  is  based  on  tech¬ 
nology  it  picked  up  with  its  2005 
Sybari  acquisition. Its  multiengine 
framework  lets  users  apply  as 
many  antivirus  engines  as  they 
have  CPU  resources  to  dedicate 
to  the  task.  The  price  is  an  aston¬ 
ishing  $3  per  user,  per  month.  Our 
test  implementation  included 
seven  third-party  wares  plus 
Microsoft’s  own  engine. 

The  antispam  features  in  Ex¬ 
change  2007  won’t  have  anyone 
at  antivirus  market  leader  Syman¬ 
tec  too  frightened,  out  of  the  gate. 
Using  the  same  antispam  testing 
methodology  we  used  in  our  2004 
antispam  test  over  an  1 1 ,000-mes¬ 
sage  stream,  we  found  the  spam- 
catch  rate  of  the  Exchange  2007 
engine  was  a  dismally  low  81%  to 
86%,  while  the  false-positive  rate 
was  an  unacceptably  high  2.1%  to 
2.3%.  Results  for  Symantec  and 


IronPort  gave  spam-catch  rates  of 
over  94%,  with  false-positive  rates 
of  less  than  .5%  (see  graphic  at 
www.nwdocfinder.com/6869). 
Users  migrating  to  Exchange  2007 
may  want  to  keep  their  existing 
antispam  and  antivirus  gateways. 

Large  enterprises  with  huge 
mail  flows  of  millions  of  messages 
a  day  should  have  Exchange  2007 
testing  and  performance  evalua¬ 
tion  at  the  top  of  their  2007  list  of 
projects.  Its  simplified  manage¬ 
ment,  improved  compliance 
tools,  and  a  long  list  of  features 
including  unified  messaging  with 
VoIP-based  PBXs,  make  this  an 
upgrade  to  consider  early  on. 
These  aren’t  incremental  changes 
or  glitzy  bits  (although  there  are 
plenty  of  those,  such  as  voice 
recognition  and  ability  to  read 
e-mail  aloud):  With  its  broad 
changes  and  functionality  im¬ 
provements  for  large  networks, 
Exchange  is  in  a  position  to  gain 
the  respect  of  e-mail  managers. 

Midsize  companies  with  a  few 
hundred  mailboxes  might  not 
see  the  same  benefits.  This  is  an 
enterprise-class  product,  and 
training,  experience  and  atten¬ 
tion  are  required  to  keep  it  run¬ 
ning  at  peak  efficiency.  Up¬ 
grading  could  be  expensive  and 
not  worth  the  effort  for  compa¬ 
nies  with  older  Exchange  sys¬ 
tems  running  reliably  Microsoft 
reportedly  is  working  on  a 
slimmed-down  package,  which 
these  companies  would  be 
advised  to  wait  for. 

Snyder  is  a  senior  partner  at 
Opus  One,  a  consulting  firm  in 
Tucson,  Ariz.  He  can  be  reached  at 
Joel.Snyder@opus  1 .  com. 
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continued  from  page  1 

their  attention  to  social-based  engineering 
attacks,”  predicts  Oliver  Friedrichs,  director 
of  emerging  technologies  at  Symantec’s 
Security  Response  division.  This  means 
attackers  use  every  trick  in  the  book  to  fool 
victims  into  thinking  they’re  a  trusted 
source. 

If  that’s  not  enough,  some  say  the  adop¬ 
tion  of  VoIP  technology  which  is  subject  to 
denial-of-service  attacks  and  stolen  capac¬ 
ity  may  lead  to  disruptions  in  traditional  cir¬ 
cuit-switched  telephony  as  well. 

“More  trouble  is  yet  to  come  in  VoIP 
and  hackers  are  going  to  gain  complete 
control  over  your  VoIP  network,”  says 
Rohit  Dhamankar,  senior  security  man¬ 
ager  at  3Com. 

Because  VoIP  servers  “are  interfacing 
with  traditional  ‘old  phone’  networks,” 
hackers  are  likely  to  launch  attacks 
through  VoIP  that  will  seriously  affect  the 
telecom  infrastructure,  for  example, 
Signaling  System  7  for  call  setup,  Dha¬ 
mankar  says.  The  result:  downtime  and 
criminal  exploitation  of  the  circuit- 
switched  phone  system  through  VoIP 

Other  trends  can  be  traced  to  Web  2.0 
technologies,  such  as  Asynchronous 
JavaScript  +  XML(AJAX),  which  support 
very  flexible  access  to  server  resources 
behind  the  corporate  firewall,  says 
Symantec’s  Friedrichs.This  very  flexibility 
could  facilitate  a  new  genre  of  exploits 
that  will  be  difficult  to  detect  and  ana¬ 
lyze,  he  says. 

Meanwhile,  with  Microsoft’s  Vista  ex¬ 
pected  to  begin  to  gain  a  footprint  in  the 


enterprise  and  on  consumer  desktops  in 
2007,  all  eyes  will  be  watching  how  well  it 
holds  up  without  patching. 

So  far,  some  are  optimistic.  “Microsoft  has 
made  significant  improvements  in  the  core 
operating  system,”  Friedrichs  says. 

Wireless  demands 

It  may  be  tempting  to  batten  down  cor¬ 
porate  systems  as  these  new  threats 
emerge, but  IT  departments  in  2007  will  find 
it  nearly  impossible  to  ignore  the  scads  of 
employees,  business  partners  and  cus¬ 
tomers  clamoring  for  greater  mobility  and 
wireless  access  to  systems. 

“For  most  enterprises,  CIOs  see  mobility 
as  absolutely  essential,”  says  Stan  Schatt, 
vice  president  with  ABI  Research.“They  are 
getting  so  much  pressure  from  their  inter¬ 
nal  customers  for  this.  IT  is  being  forced  to 
acquiesce”  in  the  mobility  quest. 

Fortunately,  as  user  demands  escalate, 
wireless  networks  —  both  wireless  LANs 
and  cellular  data  networks  —  are  poised 
to  become  a  lot  more  effective  in  the  com¬ 
ing  year. 

Draft  2  of  the  IEEE  802.1  In  WLAN  stan¬ 
dard  is  expected  to  become  final  in 
February  or  March,  and  the  Wi-Fi  Alliance  is 
expected  to  launch  its  certification  testing 
for  Draft  2  products  by  May  Products  based 
on  the  draft  standard  are  expected  to  start 
appearing  by  midyear  and  could  have  a 
major  impact  on  enterprise  backbone  net¬ 
works.  These  products,  with  throughputs  of 
100M  to  300Mbps,  will  be  aimed  first  at  the 
residential,  home  office  and  small-business 
markets,  which  already  have  been  snapping 
up  so-called  pre-lln  gear  that  began  ship¬ 
ping  in  2006. 


The  year  ahead 

Here's  a  collection  of  key 
industry  events  happening 
or  expected  to  take  place 
in  2007. 


•  Microsoft  ships  Vista  and 
Office  to  consumers. 


•  The  AT&T  and 
BellSouth  merger 
is  finalized. 

•  Cisco's 
S31  million 
acquisition  of 
Orative,  maker  of 

VoIP  and  cell  phone  soft-ware, 
is  expected  to  close. 


•  Cisco  will  replace  eight 
single-topic  Service  Provider 
CCIE  exams  with  a  single 
written  test. 

•  Sprint  Nextel  is  expected  to 
turn  on  its  EV-DO,  Rev  A 
service.  The  higher-speed 
wireless  data  service  promises 
upload  speeds  of  300K  to 
400Kbps  and  download  speeds 
of  450K  to  800Kbps. 

•  IEEE  set  to  approve  802, 11n, 
Draft  2  of  the  100+Mbps  WLAN 
standard. 

•  Feb.  14-15:  LinuxWorld  New 
York. 

•  Feb.  5-9:  RSA  Conference 
2007,  San  Francisco. 

RSACONFERENCE2007 

H  tmuAHV  J  *  I  MOSCONt  CENTtfl  |  SAN  (AANCISCO 


JANUARY 


FEBRUARY 


•  Intel  by  now  is  expected  to 
introduce  two  more  quad-core 
processors,  bringing  the  total 
number  of  quad-core  offerings 
to  four. 

•  Sun  by  now  is  expected  to 
integrate  the  open  source  Xen 
virtualization  technology  into 
Solaris. 

•  The  last  call  process  con¬ 
cludes  for  the  GNU  General 
Public  License,  Version  3.  The 
Free  Software  Foundation  is 
expected  to  adopt  the  new  GPL 
formally  no  later  than  March. 

•  Cisco  1700, 2600  and  3700 
routers,  last  day  of  sale: 
March  27. 

•  Cisco  I0S  software,  Release 
12.3,  last  day  of  sale: 

March  15. 

•  March  27-29:  CTIA 
Wireless  2007,  Orlando. 


CTIA  WIRELESS  2007 


Because  802.1  In  won’t  be  approved  for¬ 
mally  until  early  2008,  it’s  unlikely  that  com¬ 
panies  will  adopt  these  prestandard  prod¬ 
ucts.  But  they  will  be  evaluating  them  and 
their  possible  impact  on  the  existing  wired 
infrastructure.  “The  effective  data  rate  from 
an  lln  access  point  could  be  well  over 
100Mbps,”  says  Craig  Mathias,  principal  with 
Farpoint  Group,  a  wireless  consultancy  “It 
will  swamp  [some]  existing  switches. 
Gigabit  Ethernet  is  something  you  sort  of 
need  to  have  [for  lln].” 

Additional  802.11  standards  coming  in 
2007  will  make  enterprise  WLANs  more 
consistent,  more  manageable  and  better 
performing,  says  Paul  DeBeasi,  a  Burton 
Group  senior  analyst.  In  the  third  quarter, 
the  completion  of  the  802.  Hr  standard  will 
create  a  method  for  very  fast  roaming 
between  access  points,  seen  as  critical  for 
good  wireless  VoIP  calls. 

The  802.11k  standard  for  radio  resource- 
management  specifies  what  management 
data  can  be  collected  from  WLAN  clients, 
not  just  access  points.  This  will  be  com¬ 
bined  with  the  1 1  v  standard,  which  will  give 
WLAN  infrastructures  greater  control  over 
client  devices,  creating  more  predictable, 
consistent  WLANs. 

Meanwhile,  cellular  data  services  will 
continue  to  improve  dramatically  in  2007. 
Subscribers  will  see  two-way  throughput 
in  the  400K-to-700Kbps  range,  and  much 
lower  latency  based  on  standards  such  as 
Evolution  Data  Optimized  Revision  A, 
High  Speed  Downlink  Packet  Access  and 
High  Speed  Uplink  Packet  Access.  Carriers 
are  expanding  the  footprint  for  such  ser¬ 
vices  aggressively,  increasing  the  feasibility 
of  pervasive  mobile  computing. 

With  WLANs  and  cellular  data  networks 
more  capable,  expect  to  see  an  explosion 
in  so-called  dual-mode  smart  phones, 
which  can  operate  on  either  network. 

Finally  increased  mobility  will  highlight 
new  security  problems  —  not  in  the  wire¬ 
less  networks  but  in  the  client  devices  that 
use  them. The  spread  of  mobility  will  force 
enterprises  to  be  more  systematic  about 
securing  client  devices,  protecting  the  cor¬ 
porate  data  on  them,  and  protecting  the 
corporate  networks  they  access. 

Compliance  quagmire 

Just  as  there  will  be  no  letup  from  security 
threats  in  2007,  users  won’t  find  much  relief 
from  regulatory  requirements  either. 


Laws  in  effect  this  year  portend  more  of 
the  same:  They  expand  requirements  for 
corporations  to  retain  e-mail  and  other  doc¬ 
uments  and  encrypt  confidential  con¬ 
sumer  data  being  stored.  New  rules  on  the 
evidentiary  discovery  of  clients’  electroni¬ 
cally  stored  information,  international 
banking  rules  and  more  detailed  interpre¬ 
tations  of  the  Health  Insurance  Portability 
and  Accountability  Act  will  spur  customers 
to  put  mechanisms  in  place  to  discover 
and  retrieve  archived  data  more  quickly 

Changes  to  laws  protecting  the  privacy  of 
customers’  confidential  information  also 
are  on  tap.  Following  California’s  lead, about 
30  states  have  imposed  rules  that  require 
organizations  to  disclose  when  data  leaks 
have  occurred.  A  ruling  under  considera¬ 
tion  in  the  federal  government  right  now  — 
the  Notification  of  Risk  to  Personal  Data  Act 
—  requires  federal  agencies  and  compa¬ 
nies  engaged  in  interstate  commerce  and  in 
possession  of  data  containing  personal 
information  to  disclose  any  unauthorized 
breach  or  loss  of  such  information. 

In  the  financial  services  and  banking 
industries,  two  international  laws  will 
affect  how  organizations  retain,  recover 
and  report  on  data.  BASEL  II,  which  took 
effect  Jan.  1 ,  requires  the  worldwide  bank¬ 
ing  community  to  capture  data  uniformly 
to  let  operational  risk  factors  be  identified 
and  analyzed.  The  Markets  in  Financial 
Instruments  Directive,  which  requires  com¬ 
pliance  by  Nov.  1,  is  the  European  Union’s 
rule  that  sets  out  basic,  high-level  provi¬ 
sions  governing  how  business  should  be 
conducted. 

Compliance  with  these  rules  will  be  a 
tricky  matter  for  multinational  companies, 
because  they  can  differ  from  rules 
imposed  in  the  United  States.“Privacy  poli¬ 
cies  in  Europe  and  discovery  policies  in 
the  U.S.  are  very  different,”  says  Francis 
Lambert,  senior  compliance  adviser  to 
Zantaz,  an  e-mail  and  archiving  vendor. 
“There  is  no  international  body  that  is 
going  to  solve  this  for  [companies].” 

The  compliance  quagmire  could  change 
depending  on  how  the  incoming  Demo¬ 
cratic  Congress  views  it.“In  the  past  several 
years  there  has  not  been  a  focus  on 
enforcement,”  Lambert  says.  But  enforce¬ 
ment  could  increase  with  the  Democratic 
Congress,  he  suggests. 

See  2007,  page  15 


•  Microsoft  jumps  into  VoIP 
game  with  expected  shipment 
of  Office  Communications 
Server  2007  sometime 
between  April  and  June. 

APRIL 


•  Wi-Fi  Alliance  expected  to 
begin  certification  testing  of 
lln  Draft  2-compliant  access 
points  and  adapters. 

•  May  20-25:  Interop  Las 
Vegas. 

INTEROP 

LAS  VEGAS  |  MAY  20-25,  2007 

MAY 


•  AMD  expected  to  introduce 
quad-core  Opteron  processors. 

•  Only  one  year  after  going  it 
alone,  the  Telecommunications 
Industry  Association  (TIA)  and 
the  United  States  Telecom 
Association  (USTA)  are  joining 
trade  show  forces  again  and 
are  holding  the  inaugural 
NXTcomm  in  Chicago. 

JUNE 


MARCH 
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NAC  matures 

While  lawmakers  are  busy 
detailing  rules  about  how  data 
should  be  stored,  technology  ven¬ 
dors  are  equally  busy  devising 
ways  to  protect  enterprise  re¬ 
sources  from  harm  while  comply¬ 
ing  with  government  rules.  One 
technology  that  will  continue  to 
generate  buzz  in  2007  is  network 
access  control  (NAC). 

This  year  NAC  is  going  to 
become  more  mature,  and  some 
long-talked-about  contributions  to 
the  technology  finally  will  be 
available. 

The  three  major  spheres  of  influ¬ 
ence  within  the  NAC  universe  — 
Cisco,  Microsoft  and  Trusted 
Computing  Group  (TCG)  —  all 
envision  a  method  of  checking 
whether  devices  that  are  trying  to 
access  a  network  hold  a  security 
posture  that  is  in  line  with  policies 
set  by  the  corporation.  If  a  device 
doesn’t,  the  NAC  system  will  deny 
it  access  or  limit  it  to  a  quaran¬ 
tined  area  of  the  network. 

These  big  names  in  NAC  will 
reach  milestones  this  year.  For 
example,  sometime  after  June, 
Microsoft  says  it  will  release  its 
Longhorn  server,  which  is  an 
essential  component  of  its  NAC 
product  known  as  Network 
Access  Protection  (NAP). 

In  addition,  Microsoft  Vista, 
which  is  being  released  to  con¬ 
sumers  this  month,  includes  the 
client  software  necessary  to  sup¬ 
port  NAC.  This  is  key  to  other  ven¬ 
dors,  including  Cisco,  whose  NAC 
architectures  are  receptive  to 
Vista’s  NAC  support,  because  it 
means  customers  won’t  have  to 
add  one  more  thing  to  their  desk¬ 
tops  and  laptops  if  they  want  to 
deploy  NAC.  Similarly,  the  release 
of  Longhorn  is  important  to  Cisco, 
because  it  will  include  the 
Microsoft  NAP  agent. 

For  its  part,  TCG  is  publishing 
standards  for  NAC  components 
that  will  lead  to  vendors’  prod- 

•  Release  of  Microsoft's 
Longhorn  Server  expected  in 
second  half  of  2007. 

•  Bill  Gates  begins 
last  year  as  full¬ 
time  Microsoft 
employee. 

•  CiscoWorks  for 
Windows,  last  day 

of  technical  support:  July  28. 

JULY 


ucts  being  interoperable. 

The  IETF  also  has  jumped  into 
the  game,  establishing  a  working 
group  to  develop  NAC  standards. 
That  effort  is  behind  the  curve, 
because  the  group  was  set  up  in 
November  and  won’t  meet  again 
until  March.  Every  step  it  takes  will 
be  significant,  however,  in  that  key 
vendors  that  participate  in  such 
groups  typically  implement  tech¬ 
nology  based  on  the  best  current 
working  version  of  developing 
standards. 

Outside  the  three  main  NAC 
camps,  smaller  vendors  will  make 
headway  among  budget¬ 
conscious  customers  in  2007, 
industry  watchers  predict.  Ven¬ 
dors  such  as  ConSentry  Nevis  and 
Vernier  make  appliances  and 
switches  that  enforce  policies  and 
keep  a  lookout  for  misbehaving 
machines.  Customers  in  need  of 
NAC  that  don’t  want  to  invest  yet 
in  networkwide  upgrades  increas¬ 
ingly  will  buy  these  devices  in 
2007,  says  Zeus  Kerravala,  a 
Yankee  Group  analyst. 

Enterprises  also  will  consider 
buying  NAC  software  and  appli¬ 
ances  from  such  vendors  as 
McAfee  and  Symantec. 

WAN  assistance 

Another  hot  technology  will  be 
optimization  and  application 
acceleration.  This  year  the  key 
players  are  stressing  equal  rights 
for  users. 

Emerging  software-based  tools 
will  let  mobile  workers  and  tele¬ 
workers  get  all  the  benefits  of 
acceleration  appliances  that 
users  in  headquarters  and 
branch  offices  do.  The  technolo¬ 
gy  —  dubbed  soft  WAN  opti¬ 
mization  controllers  by  research 
firm  Gartner  —  must  be  intelli¬ 
gent  enough  to  handle  mobile 
users  who  may  be  accessing  the 
network  from  various  locations. 

“This  technology  needs  the 
same  sort  of  functions  that  are  in 
branch  appliances,  but  it  needs  to 
run  in  a  Windows  environment, so 
the  programming  model  is  very 


different,”  says  Joe  Skorupa, 
research  vice  president  covering 
networking  and  communications 
equipment  at  Gartner.  “It  also  has 
to  be  smart  enough  to  know 
when  people  are  in  the  office  or 
plugged  in  from  a  remote  location 
without  an  appliance  nearby!’ 

Application-acceleration  tech¬ 
nology  WAN  optimization’s  data¬ 
center  cousin,  will  experience 
some  fine-tuning  of  another  sort 
in  2007.  Application-acceleration 
tools  reside  in  the  data  center  and 
boost  user  performance  of  brows¬ 
er-based  applications  by  offering 
several  technologies,  such  as  TCP 
optimization,  that  work  at  the  net¬ 
work  and  application  layers. 

According  to  industry  watchers, 
2007  will  be  a  year  in  which  the 
network  becomes  much  more 
application-fluent.  Because  use- 
case  scenarios  for  poorly  per¬ 
forming  applications  vary  among 
enterprise  IT  shops,  vendors  in 
2007  will  start  making  it  clear 
which  applications  their  tech¬ 
nologies  address,  Yankee  Group’s 
Kerravala  says.  “Vendors  in  this 
market  have  to  get  better  about 
articulating  the  value  of  their 
product  to  specific  applications,” 
he  says. 

Virtual  apps  and  machines 

Just  as  employees  are  becom¬ 
ing  more  distributed,  so  too  are 
IT  environments.  Two  trends  on 
the  application  side  of  the  house 
are  adding  to  the  complexity 

The  first  is  the  growing  accep¬ 
tance  of  software  delivered  over 
the  Internet.  Once  a  consideration 
for  small  enterprises  with  limited 
IT  budgets,  more  large  enterprises 
with  complex  application  envi¬ 
ronments  are  buying  into  the  idea 
of  software-as-a-service.  Gartner 
predicts  25%  of  new  business  soft¬ 
ware  will  be  delivered  as  a  service 
by  201 1,  up  from  5%  in  2005. 

Meanwhile,  IT  departments  are 
orchestrating  an  architectural 
overhaul  in-house  that’s  changing 
the  way  applications  are  designed 
and  deployed. The  rush  to  service- 


oriented  architecture  (SOA)  will 
accelerate  as  enterprises  move 
from  piloting  Web  services  and 
other  services-based  components 
to  production  mode.  Gartner  pre¬ 
dicts  SOA  will  be  used  in  part  in 
more  than  50%  of  new,  mission- 
critical  applications  and  business 
processes  designed  in  2007,  and 
in  more  than  80%  by  2010. 

To  help  get  a  handle  on  increas¬ 
ingly  distributed  resources,  indus¬ 
try  watchers  expect  to  see  net¬ 
work  and  system-management 
market  vendors  tailor  their  wares 
to  tackle  virtual  machines,  main¬ 
tain  hardware  and  software  con¬ 
figurations,  and  streamline  auto¬ 
mated  workflows. 

For  instance,  the  rise  in  virtual 
machines  will  emphasize  the 
need  to  manage  the  various  plat¬ 
forms  —  Xen,  VMware,  Microsoft 
and  others  —  across  distributed 
networks.  IDC  predicts  that  72%  of 
all  servers  will  be  virtual  by  2013, 
and  Stephen  Elliot,  a  senior  ana¬ 
lyst  with  the  research  firm,  says 
that  has  management  vendors 
scrambling  to  ship  products  with 
virtual  management  capabilities. 

“As  Microsoft  gets  more  product 
out  and  as  the  virtual  realm 
becomes  more  heterogeneous, 
management  of  virtual  infrastruc¬ 
ture  is  going  to  get  much,  much 
hotter  in  2007,”  Elliot  says. 

Vendors  that  automate  the  cre¬ 
ation,  distribution  and  manage¬ 
ment  of  virtual  resources,  which 
will  converge  with  SOAs  loosely 
coupled  elements,  will  get  ahead 
of  the  pack,  says  George 
Hamilton,  director  of  Yankee 
Group’s  Enabling  Technologies 
Enterprise  group.  “And  along  with 
that  comes  more  automation  and 
configuration  technologies,  espe¬ 
cially  in  the  area  of  IP  telephony’ 

Enterprise  IT  managers  will  need 
an  integrated  system  that  can  tap 
configurations  across  software  and 
hardware  IT  assets,  says  Dennis 
Drogseth,  a  vice  president  with  re 
search  firm  Enterprise  Manage 
ment  Associates. 

“IT  managers  need  a  policy- 


based  means  to  access  all  this 
configuration  information  to 
enable  higher-level  management 
of  performance  across  network, 
server  and  applications,”  Drog¬ 
seth  says.“The  number  one  ques¬ 
tion  asked  when  diagnosing  a 
performance  issue  among  enter¬ 
prise  IT  managers  is,  ‘What 
changed?’  and  with  quick  access 
to  that  data,  IT  managers  can  fix 
problems  more  quickly’ 

With  solid  configuration  data, 
network  managers  can  put  in 
place  technologies  that  would  let 
day-to-day  tasks  be  completed  by 
software  rather  than  manually  by 
IT  staff.  Automation  is  hardly  new, 
but  the  move  to  automating  day- 
to-day  tasks  is  coupled  with  the 
adoption  of  process-based  man¬ 
agement,  says  Jean-Pierre  Gar- 
bani,  a  vice  president  with  For¬ 
rester  Research. 

“In  management,  customers  are 
thinking  a  lot  about  process  and 
less  about  technology  They  want 
the  technology  to  help  enable 
their  processes,”  Garbani  says. 
“Process  automation  will  be  big 
in  2007,  and  it’s  new  in  the  sense 
that  data  will  be  exchanged  by 
integrated  systems  rather  than 
one  person  passing  it  on,  and 
more  sophisticated  tasks  will  be 
launched  by  software.” 

Last,  in  2007,  network  managers 
are  expected  at  least  to  consider 
open  source  management  appli¬ 
cations.  While  open  source 
options  won’t  have  an  immediate 
impact  on  vendors  such  as  BMC, 
CA,HP  and  IBM,  they  might  inspire 
these  bigger  players  to  add  more 
interoperability  and  open  formats 
to  their  proprietary  software  plat¬ 
forms,  industry  watchers  say 
“There  is  a  lot  of  investment  hap¬ 
pening  around  open  source  man¬ 
agement,  and  while  it’s  still  on  the 
See  2007,  page  16 

•  NIST  expected  to  update 
Security  Controls  for  Federal 
Information  Systems,  Electronic 
Mail  Security,  Secure  Web 
Services  recommendations. 

•  Smaller  public  companies 
must  provide  a  management 
assessment  of  their  internal 
controls  over  financial  reporting 
in  annual  reports  for  fiscal  years 
ending  Dec.  15  or  later.  In  2006 
SMBs  were  given  a  one-year 
extension  to  comply  with  the 
financial  reporting  requirements 
set  by  the  Sarbanes-Oxley  Act 
of  2002. 

DECEMBER 


•  Aug.  6-9:  LinuxWorld 
Conference  &  Expo,  San 
Francisco. 

friMxWORLD. 

A.  ^  CONPIRINCC  *  fXPO 

AUGUST 


•  802.11r  expected  to  be 
finalized,  to  create  a  standard 
for  fast  roaming  between  WLAN 
access  points,  a  key  step  for 
predictable,  interoperable, 
wireless  VoIP. 

SEPTEMBER 


•  Oct.  22-Nov.  16:  World 
Radiocommunication  Con¬ 
ference  in  Geneva.  Every  four 
years  the  world’s  nations 
debate  rearranging  the  use  of 
spectrum. 

•  Oct.  22-26:  Interop  New 
York. 

OCTOBER 


•  Markets  in  Financial  Instru¬ 
ments  Directive:  European 
Union  implements  rules  for 
financial  institutions  that  set 
out  basic,  high-level  provisions 
governing  organization  and 
conduct. 

•  Cisco  Content  Service  Switch 
(CSS)  11850,  last  day  of 
technical  support:  Nov.  1. 

NOVEMBER 
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Macro  business  issues  will  continue  to 
dominate  telecom  and  network  infrastruc¬ 
ture  in  2007,  and  the  big  will  get  bigger 
through  aggressive  merger-and-acquisition 
strategies.  In  2007,  U.S.  Securities  and  Ex¬ 
change  Commission  (SEC)  modifications 
to  the  Sarbanes-Oxley  Act  (SOX)  regula¬ 
tions  will  occur,  to  the  cheers  of  corporate 
America  and  the  jeers  of  the  accounting 
profession.  The  financial  community  is 
abuzz  with  renewed  interest  in  IPOs  be¬ 
cause  the  SEC  has  relaxed  its  reporting 
rules  for  SOX  and  10-K  filings.  The  aggres¬ 
sive  return  of  network  and  computer  indus¬ 
try  IPOs  may  finally  occur  this  year. 


Meanwhile,  Cisco  has  made  it  official:  Vir¬ 
tualization  has  brought  to  reality  the  phrase 
“the  network  is  the  computer?  and  video 
convergence  (for  example,  telepresence, 
conferencing,  instant  messaging,  surveil¬ 
lance)  will  drive  the  network  industry  to 
greater  demand  for  low-latency  bandwidth. 

In  the  corporate  world,  we  will  see  contin¬ 
uing  advances  of  service-oriented  architec¬ 
ture  (SOA)  implementations.  Cisco  will  get 
religion  and  amalgamate  its  Services 
Network  Oriented  Architecture  with  SOA. 
With  adoption  becoming  universal  rather 
than  sporadic,  SOA  is  a  corporate  reality  No 
architecture  is  static, and  in  2007  we  will  see 
the  SOA  with  information  services  and  mas¬ 
ter  data  management  (MDM). 

To  accommodate  this  evolution  it’s  criti¬ 
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low  end, people  like  the  price  point  and  the 
flexibility  open-source  management  offers,” 
IDC’s  Elliot  says. 

Help  from  outside 

As  IT  departments  work  to  provide  better 
services  to  users,  many  won’t  go  it  alone. 
Increasing  numbers  will  turn  to  managed 
service  providers,  industry  watchers  say  In 
particular,  remote  management  and  moni¬ 
toring,  hosted  VolPand  IP  audio  and  video- 
conferencing  services  will  catch  on. 

“Eighty  percent  of  enterprise  customers 
have  expressed  interest  in  remote  monitor¬ 
ing  services,”  says  David  Willis,  a  research 
vice  president  at  Gartner.  Customers  want  a 
service  provider  to  monitor  their  network 
and  detect  sources  of  failure  while  still 


being  in  control  of  the  assets  on-site. 

Likewise,  more  users  in  2007  are  expected 
to  adopt  hosted  VoIP  services,  says  Lisa 
Pierce,  a  vice  president  at  Forrester  Re¬ 
search.  Although  hosted  VoIP  services  are 
a  small  part  of  the  overall  managed  ser¬ 
vices  market  today,  Pierce  says  capital 
restraints  will  drive  more  users  to  this 
alternative,  which  takes  the  worry  of 
keeping  up  with  new  code  and  patches 
out  of  the  customers’  hands  and  puts  it  in 
the  carriers’. 

“The  happiest  customers  I’ve  ever  met 
are  customers  that  are  using  hosted  VoIP 
services,”  Pierce  says.  “Some  companies 
just  don’t  have  the  resources  to  do  VoIP  in- 
house.  The  gear  is  different  ages  and  from 
different  vendors,  and  they  can’t  afford  the 
capital  expense  to  change  all  of  it  out.  By 
going  with  hosted  VoIP  users  can  dodge  a 
bullet.”* 
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Service  providers  changing  stripes  in  2007. 

Management  dark  horses  Cisco  and  Microsoft 
poised  for  strong  run. 

Open  source  smackdown  ahead. 

^Cs  w'^  ^ck  innoval:ors  with 
3  J  an  enterprise  focus. 

Top  five  challenges  for  Cisco.  ►  ^  ^ 
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www.nwdocfinder.com/6834 

Five  issues  Microsoft  must  deal  with  to 
pi  make  an  impact  in  2007. 

PODCASTS; 

Savant  Protection  CEO  Ken  Steinberg  says  YouTube 
could  face  a  major  site  infection,  eroding  trust  for 
social  networking  sites,  www.nwdocfinder.com/6835 

VIDEO: 

Got  a  data  leakage  problem?  Here's  what  will  and 
won’t  work  to  stop  the  flow  of  critical  data  outside 
the  company.  The  451  Group's  top  security  analyst 
Nick  Selby  shares  his  knowledge  on  this  week's 
Network  World  Hot  Seat  video. 
www.nwdocfinder.com/6837 

DEMO's  Chris  Shipley  predicts  that  Web  2.0  hype 
will  go  away,  as  companies  consolidate  and  "cherry 
pick”  the  best  of  the 'best. 

www.nwdocf nder.com/6838 

Mike  Paquette,  chief  strategy  officer  at  Top  Layer 
Networks,  says  this  year  will  see  an  increase  in 
highly  focused  and  targeted  attacks,  as  hackers 
combine  social  engineering  with  technology  to  go 
after  financial  fraud  victims. 
www.nwdocfinder.com/6836 

cal  that  a  standardized  enterprise  services 
bus  (ESB)  be  selected  within  the  corporate 
SOA.  The  ESB  becomes  the  corporate  con¬ 
trol  plane  for  all  IT  applications  and  effec¬ 
tively  the  spinal  cord  for  corporate  business 
processes.  MDM  virtualization, synchroniza¬ 
tion  of  information  demands  and  real-time 
requirements  for  grid-based  corporate  ana¬ 
lytics  will  accelerate  SOAs  next  evolution, 
which  requires  increased  network  reliabili¬ 
ty  security  and  accessibility  coupled  with 
low  latency  and  high  bandwidth. 

The  data  center 

Data  centers  are  consolidating  at  a  rapid 
pace,  and  the  virtualization  of  computa¬ 
tion,  storage  and  network  services  is  creat¬ 
ing  the  virtual  data  center.Virtualization  will 
let  corporations  physically  locate  IT  re¬ 
sources  anywhere  that  makes  economic 
and  security  sense;  that  location  will  be  un¬ 
known  and  irrelevant  to  the  user.  Appli¬ 
cations,  operating  systems  and  middleware 
become  virtualized  by  default. 

Virtualization  is  important,  but  beware  of 
vendor  hype.  Such  terms  as  security  virtual¬ 
ization  are  being  used  without  any  under¬ 
standing  of  their  meaning  or  impact  on  the 
corporation. 

The  Ethernet  will  become  the  network 
vehicle  of  choice  in  the  virtual  data  center. 
Today  maximum  connectivity  in  this  envi¬ 
ronment  is  10Gbps,but  in  2007  the  IEEE  will 
begin  standardization  efforts  to  make  the 
Ethernet  evolve  to  lOOGbps. 

2006  saw  the  long-awaited  arrival  of 
Windows  Vista  from  Microsoft.This  year  cor¬ 
porations  get  to  kick  the  new  operating  sys¬ 
tem’s  tires.  Although  Microsoft  never  has 
had  any  serious  competition  on  the  desk¬ 
top,  times  have  changed  and  Linux  is 
poised  to  compete  head-to-head  with  Vista. 
Because  corporations  now  have  the 
chance  to  evaluate  a  desktop  upgrade,  it’s 
time  to  compare  open  alternatives  to  a  pro¬ 
prietary  desktop  operating  environment.  In 
2007  there  will  be  an  opportunity  to  plan 
for  the  future  of  the  corporate  desktop  into 
the  next  decade. 

No  story  about  the  possible  future  of  the 
network  can  be  written  without  a  predic¬ 
tion  about  the  rate  at  which  IPv6  will  re¬ 
place  IPv4.  This  year  will  see  the  steepest 
rate  of  IPv6  adoption  in  its  long  history  The 
mandate  for  U.S.  governmental  networks  to 
convert  totally  from  IPv4  to  IPv6  by  2008 
will  stimulate  unprecedented  upgrades  to 
all  industries’  installed  base  of  routers  and 
switches. 

The  security  question 

Every  survey  indicates  that  security  is  the 
No.  1  concern  of  customers.  That  will  not 
change  in  2007.  No  platinum,  silver  or  gold 
bullet  exists,  nor  will  any  be  developed  this 
year  to  cope  with  all  layered  security  issues. 
Technology  is  being  created  constantly  that 
appears  has  the  potential  to  address  heuris- 
tically  the  areas  of  security  management 
and  policy  but  just  staying  ahead  of  the  bad 


guys  is  a  never-ending  quest. 

In  2007  rapid  adoption  of  Information 
Technology  Infrastructure  Library  (ITIL) 
practices  will  continue.  ITIL  lets  companies 
develop  a  set  of  standardized  guidelines 
that  outline  and  coordinate  processes  for 
policy  and  management.  Corporations  may 
never  fully  automate  by  letting  machines 
manage  machines,  but  they  will  allow  auto¬ 
mated  procedures  that  manage  using  coor¬ 
dinated  exception  processing. 

SMBs  get  religion 

The  small  and  midsize  business  (SMB) 
segment’s  overall  network  goals  —  cost  re¬ 
duction  and  management  —  remain  con¬ 
sistent  in  2007.  What  will  change  is  the 
recognition  that  SOA  applies  in  the  SMB 
marketplace. 

Additionally  software-as-a-service  offers 
all  the  benefits  of  software  without  the  cap¬ 
ital  and  operations  costs  associated  with 
ownership.  The  concept  is  perfect  for  the 
SMB  world  but  demands  a  network  with 
high  availability  and  low  latency  This  is  one 
place  not  to  skimp  on  network  cost. 
Managed  service  providers  come  of  age 
with  one-stop  shopping  for  multiservice 
network  access  without  the  expense  of 
ownership  and  operations. 

The  success  among  SMBs  of  the  Cisco 
Integrated  Services  Router  “god  box”  will 
continue  in  2007  but  will  be  affected  by  the 
Avaya-Juniper  entry  in  the  same  market. 
IP/PBX  technology  embedded  in  a  router 
still  will  be  a  multibillion  dollar  business  for 
Cisco.  Expect  to  see  the  development  of 
LAN  switches  as  the  next  platform  elevated 
to  god-box  status.  Also  piquing  customer 
interest  as  a  device-convergence  platform 
is  the  blade  server.  In  2007,  expect  storage 
blades  to  be  added  to  computing  and  net¬ 
working  blades  to  make  one  hot  platform. 

Peer-to-peer  PBX  technology,  Windows 
Vista,  video  Skype  and  video  IM  all  were 
predicted  to  arrive  in  2006  to  shake  the  mar¬ 
ketplace.  Vendor  reality  seems  to  have  met 
channel  expectations,  and  2007  will  be  the 
year  these  technologies  launch. 

SMBs’  increased  need  for  inexpensive 
Internet-access  bandwidth  will  never  stop. 
One  key  disruptive  SMB  network  initiative  is 
the  arrival  of  cable  TV  vendors  in  the  voice- 
and  data-communications  services  market. 
They  intend  to  compete  directly  with  carri¬ 
ers  for  SMB  business. 

In  fact,  SMBs  require  comprehensive  sup¬ 
port  structures.  Because  the  cable  TV  indus¬ 
try  has  never  been  known  for  the  quality  of 
its  support,  cable’s  success  may  be  ques¬ 
tionable.  But  the  demand  for  and  use  of 
low-cost,  flat-rate  alternative  carrier  services 
from  any  source  including  the  cable  indus¬ 
try  will  continue  in  this  segment  in  2007.B 


|  Read  Columnist  Johna  Till  Johnson's  pre¬ 
dictions  for  the  telecom  sector.  Page  18. 


advice  |  news  |  tips 


subscribe,  to  Network  World's  free 

e-news  letters 


Network  World  offers  more  than  50 
technology  specific  e-mail  newsletters, 
written  by  experienced  editors  and 
industry  experts,  offering  the  latest  news, 
information,  advice  and  tips  directly 
related  to  particular  topics,  such  as  LANs, 
WANs,  wireless,  security,  storage, 
convergence,  linux  and  open  source, 
data  centers,  and  much  more.  You  can 
sign  up  for  any  of  our  newsletters  by 
going  to  www.networkworld.com/ nlsub 


NETWORKWORLD 


18  •  www.networkworld.com  •  1.8.07 


Crystal  eye(ball)  on  the  carriers 


EYE  ON  THE  CARRIER 

Johna  Till  Johnson 


After  a  lengthy  and  meditative 
look  into  my  crystal  ball,  I’ve  de¬ 
termined  that  what  2007  holds  for 
us  in  telecommunications  is  .  .  . 
golden  bubbles.  Oh,  wait  —  got 
my  crystals  confused.  That  was  a 
champagne  glass. 

Seriously,  here’s  a  look  at  what’s 
coming  down  the  pike,  and  who 
wins  (and  loses)  from  the  coming 
trends: 

•  MPLS  goes  mainstream.Yeah,  1 
know  —  this  one’s  a  no-brainer. 
But  2007  marks  a  real  tipping 


point.  Early  adopters  (such  as 
Boeing)  have  finished  kicking  the 
tires  and  are  ready  to  jump  whole¬ 
heartedly  into  MPLS  (last  month, 
the  airplane  manufacturer  inked  a 
deal  with  AT&T  to  link  91  sites  via 
MPLS).  Watch  for  more  big  deals 
from  competitors  Verizon,  Orange 
and  BT  as  well  as  AT&T  —  and 
look  for  VoIP  in  the  WAN  to  gain  a 
real  jolt  of  momentum  from  wide¬ 
spread  MPLS  deployment.  What 
happens  after  MPLS?  Check  out 
the  Futurenet  conference  in  April, 
www.futurenetexpo.com/,  which 
covers  MPLS  and  beyond  (full  dis¬ 
closure:  A  Nemertes  colleague  of 
mine,  Irwin  Lazar,  is  chairing  the 
event,  as  he  has  for  the  six  years 
before  joining  us). 

•  Mobility  takes  wing.  By  2006, 
nearly  70%  of  enterprises  I  spoke 
with  had  implemented  mobility 


strategies  that  encompassed  not 
only  handsets  and  services  but 
also  applications  and  architec¬ 
tures  designed  to  leverage  an  in¬ 
creasingly  untethered  workforce. 
The  ripple  effect  of  investments  in 
mobility  will  boost  everyone  from 
application  vendors  to  security 
companies.  Another  effect:  wire¬ 
less  service  providers  will  start  si¬ 
phoning  advertising  dollars  away 
from  mainstream  media,  as  carri¬ 
ers  explore  advertising  revenue 
streams  to  fund  their  rollouts. 

•  Keep  an  eye  on  IPTV  Market 
research  firm  iSupply  reportedly 
predicts  a  200%  increase  in  the 
IPTV  market  in  ’07. 1  think  that’s 
low  —  all  signs  point  to  2007  as 
the  year  of  IPTV  including  the 
FCC’s  recent  ruling  permitting  tel¬ 
cos  to  deliver  television  content. 
Winners:  long-haul  WAN  gear  ven¬ 


dors.  Think  Tellabs,  Alcatel  and 
Ericsson  as  well  as  the  obvious 
players  such  as  Juniper  —  which 
just  won  a  deal  with  Chongqing 
Telecom,  a  wholly  owned  sub¬ 
sidiary  of  China  Telecom  —  and 
Cisco.  Nortel’s  also  positioned 
well  here,  if  the  company  can 
complete  its  turnaround. 

•  BRIC  broadband.  Speaking  of 
China,  the  telecom  action  in  2007 
will  increasingly  be  dominated  by 
Brazil,  Russia,  India  and  China. 
Much  of  the  mobile  and  next-gen¬ 
eration  broadband  investment  is 
happening  in  these  countries, and 
all  signs  point  toward  accelera¬ 
tion.  Winners:  Providers  and 
equipment  vendors  with  global 
scope.  Losers:  Companies  whose 
investments  are  primarily  in  North 
America  and  Europe. 

•  Telepresence  takes  off.  The  lat¬ 


est  buzzword  in  interactive  multi- 
media,  “telepresence”  combines 
HDTV  next-generation  videocon¬ 
ferencing  and  clever  room  design 
to  enable  conferencing  experi¬ 
ences  that  feel  like  being  there. 
Companies  such  as  Polycom  have 
rolled  out  telepresence  offerings, 
and  IT  execs  are  beginning  to 
bite.  Prices  will  continue  to  drop, 
and  performance  to  continue  to 
improve,  for  the  next  several  years. 

The  convergence  of  all  these 
trends  points  to  some  serious  in¬ 
vestments  in  telecom  services 
and  gear  in  ’07.  Maybe  1  was  right 
about  those  golden  bubbles. 

Johnson  is  president  and  senior 
founding  partner  at  Nemertes 
Research,  an  independent  technol¬ 
ogy  research  firm.  She  can  be 
reached  at  johna@nemertes.com. 


pining  for  the  good  old  days? 


NET  INSIDER 

Scott  Bradner 


It  was  not  much  of  a  surprise 
when  the  FCC  figured  out  a  way  to 
approve  the  AT&T/BellSouth  mer¬ 
ger  before  last  year  ran  out.  FCC 
Chairman  Kevin  Martin  had  been 
pushing  for  this  result  for  months, 
and  when  push  came  to  shove, 
AT&T  came  up  with  a  few  tempo¬ 
rary  and  perhaps  meaningless 
“concessions”  that  convinced  the 
two  Democrats  on  the  commis¬ 
sion  to  go  along  with  the  chair¬ 
man’s  wishes.  Given  Martin’s  pub¬ 
lic  statements,  and  the  press 
release  the  FCC  put  out  to 
announce  the  approval,  we  may 
be  down  to  two  or  even  one  tele¬ 
phone  company  in  the  United 
States  by  this  time  next  year. 

The  press  release  (www.nwdoc 
finder.com/6830)  lists  five  benefits 
the  FCC  sees  in  the  merger  and 
summarizes  the  conclusions  of 
the  FCC’s  analysis  of  the  effects  on 
competition  for  six  groups  of  ser¬ 
vices.  In  all  but  two  of  these,  the 
FCC  conclusion  would  also  apply 
if  the  newly  minted  AT&T  decided 
to  merge  with  both  Verizon  and 
Qwest. 


Is  the  FCC 

The  benefits  seen  by  the  FCC 
include  broadband  deployment, 
IPTV  deployment,  better  manage¬ 
ment  of  Cingular  Wireless,  im¬ 
proved  national  security  disaster 
recovery  and  government  ser¬ 
vices  from  a“unified  end-to-end  IP 
network,”  and  better  disaster  re¬ 
sponse  because  of  “unified  opera¬ 
tions.”  Other  than  managing 
Cingular,  the  rest  of  the  benefits 
will  be  even  better  if  there  is  only 
one  U.S.  phone  company 

In  two  of  the  six  service  areas 
(mass-market  voice  and  Internet 
service)  the  FCC  recognized  the 
reality  that  the  big  U.S.  telephone 
companies  do  not  compete  out¬ 
side  their  areas  except  for  wire¬ 
less.  This  is  just  as  true  for  Verizon 
and  Qwest  as  it  was  for  AT&T  and 
BellSouth.  In  three  of  the  other 
areas  (special  access,  retail  enter¬ 
prise  and  international  services),  I 
see  nothing  that  would  be  differ¬ 
ent  in  the  FCC  analysis  if  the  com¬ 
mission  were  asked  to  approve  the 
old  Ma  Bell  (without  the  manu¬ 
facturing  arm).  Not  that  I  think  the 
FCC  analysis  makes  much  sense. 

The  only  area  where  a  merger  of 
Verizon,  AT&T  and  Qwest  would 
have  a  problem  with  this  FCC  is  in 
the  area  of  Internet  backbone  ser- 
vices.And  this  could  be  dealt  with 
the  same  way  it  was  once  before: 
spin  off  one  of  the  backbones  and 
use  the  remaining  one. 


A  lot  of  press  coverage  focused 
on  the  “voluntary  concessions” 
that  AT&T  made,  particularly  in 
network  neutrality  But  all  the  con¬ 
cessions  are  temporary  and  may 
not  be  all  that  meaningful,  be¬ 
cause  the  important  ones  do  not 
apply  to  AT&T’s  new  infrastructure 
if  it  is  used  to  support  IPTV  In 
addition,  based  on  the  statements 
of  Martin  and  Commissioner 
Deborah  Taylor  Tate,  it  looks  like 
the  FCC  would  refuse  to  enforce 


the  concessions  in  any  case. 

I  can  understand  the  nostalgia 
that  this  FCC  seems  to  have  for  the 
telecom  world  of  old. Things  were 
so  much  simpler  when  one  com¬ 
pany  that  provided  all  telecom 
services.  There  was  none  of  this 
dynamic  and  unpredictable  inno¬ 
vation.  No  companies  going  out  of 
business  —  just  one  monopoly 
doing  the  public  good. 

I  sure  hope  that  the  new 
Congress  does  not  succumb  to 


this  picture  of  a  past  that  never 
was  and  figures  out  a  way  to  pre¬ 
serve  something  that  has  at  least  a 
faint  echo  of  today’s  Internet. 

Disclaimer:  Harvard  has  lived 
through  more  of  the  past  than  the 
FCC  has  but  has  not  issued  an 
opinion  on  the  FCC’s  vision.Thus, 
the  above  observation  is  mine. 

Bradner  is  Harvard  University's 
technology  security  officer.  He  can 
be  reached  at  sob@sobco.com. 


Aksys  launches  PBX-less  VoIP  system 


BY  PHIL  HOCHMUTH 

Aksys  Networks,  a  maker  of  small-office  VoIP  gear, 
last  week  announced  a  server-less  VoIP  phone  sys¬ 
tem  aimed  at  offices  with  30  or  fewer  workers. 

The  Konnect  business  phone  system  consists  of  IP 
phones  with  dual  Ethernet  and  RJ-1 1  telephone  con¬ 
nections,  which  allow  the  devices  to  connect  inter¬ 
nally  over  a  LAN  and  place/receive  calls  over  a  plain 
old  telephone  system  (POTS)  line.  Aksys  says  the  sys¬ 
tem,  which  requires  no  other  equipment  except  the 
phones,  allows  small  businesses  to  integrate  VoIP 
and  advanced  IP  telephony  features  without  relying 
on  an  outsourced  or  hosted  VoIP  service. 

Aksys  is  expected  to  debut  the  Konnect  system  at 
the  Consumer  Electronics  Show  in  Las  Vegas  and 
begin  shipping  the  system  in  the  second  quarter. 

The  Konnect  VoIP  phones, which  cost  around  $300 
each,  include  an  embedded  Linux-based  operating 
system  and  provide  standard  business  phone  fea¬ 
tures,  such  as  voice  mail,  auto  attendant,  conferenc¬ 


ing  and  paging.  Users  also  can  configure  the  phones 
to  trigger  an  e-mail  alert  if  a  new  voice  mail  message 
is  waiting.The  Konnect  phones  automatically  recog¬ 
nize  each  other  when  plugged  into  a  LAN,  according 
to  Aksys.  Extension  numbers  and  phone  names  can 
be  set  up  within  five  minutes,  the  company  says. 

The  Session  Initiation  Protocol-based  IP  phones 
plug  into  a  standard  Ethernet  switch  via  a  RJ-45 
cable,  as  well  as  a  two-pair  telephone  connection. 
Outbound  and  incoming  calls  travel  over  the 
Konnect  phone’s  POTS  link.  Phones  on  the  LAN  can 
ring  each  other  internally  via  three-digit  dialing. 
Konnect  phone  users  in  separate  offices  can  contact 
each  other  over  an  IP  WAN  by  three-digit  dialing  as 
well,  which  avoids  long-distance  phone  charges. 

Aksys  is  among  a  few  Canadian  vendors  offering 
server-less  VoIP  systems  for  smaller  shops.  Aastra 
Technologies  makes  a  similar  peer-to-peer  IP  phone 
system  called  the  VenturelP  Another  is  Nimcat 
Networks,  which  Avaya  bought  in  2005.  ■ 
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SPECIAL  FOCUS  EV-DO  MATURES 


EV-DO  cellular  data  services  catch  on 


Businesses  are  eyeing  high-speed,  3G  wireless  data  option  for  their  mobile  workers 


BY  DENISE  PAPPALARDO 

Increasing  speeds  and  falling  prices  are 
adding  to  the  appeal  of  3G  Evolution 
Data  Optimized  wireless  data  services, 
which  deliver  broadband  speeds  to 
mobile  devices. 

As  availability  expands,  more  business¬ 
es  are  eyeing  EV-DO  networks  that  let 
users  with  a  wireless  phone,  laptop  or 
other  device  access  applications  and  ser¬ 
vices  from  anywhere  they  get  a  cell 
phone  signal. 

“EV-DO  has  really  taken  off.  Laptops  per¬ 
form  very  well  with  EV-DO  connectivity’ 
says  Rena  Bhattacharyya,  an  analyst  at 
IDC. 

The  performance  gain  comes  from  EV- 
DO  services’  transmission  rates,  which  are 
comparable  to  those  of  most  home  DSL  or 
cable  modem  offerings.  The  current  tech¬ 
nology,  which  is  called  EV-DO  Revision  0, 
supports  upload  speeds  of  50K  to  70Kbps 
and  download  speeds  of  400K  to 
700Kbps. 

“The  two  big  applications  driving  this 
wireless  data  usage  are  e-mail  and  PC-cel- 
lular  data  connectivity”  Bhattacharyya 
says.  “E-mail  performed  just  fine  with  2G 
and  2.5G  services,  but  you  really  needed 
higher-speed  connections  to  get  your  PC 
laptop  connection  to  have  a  compelling 
experience,”  she  says. 

Leading  the  charge 

In  the  United  States,  Sprint  Nextel  and 
Verizon  Wireless  are  leading  the  move¬ 
ment  to  expand  EV-DO  coverage.  Sprint 
says  its  3G  network  is  available  in  220 
markets  and  8,700  cities  and  potentially 
can  reach  as  many  as  188  million  cus¬ 
tomers. 

Verizon  Wireless  does  not  offer  a  market 
or  city  count,  but  says  its  EV-DO  network 
potentially  can  reach  as  many  as  150  mil¬ 
lion  customers  nationwide. 

One  early  adopter  is  Union  Switch  & 
Signal  (US&S).  The  Pittsburgh  company 
makes  signaling  and  control  equipment 
for  railroads  and  mass  transit. 

US&S  has  been  using  EV-DO  services  for 
about  18  months,  says  Ted  Davidson,  the 
company’s  manager  of  network  and  com¬ 
puting  infrastructure.  US&S  gets  EV-DO 
through  remote-access  service  provider 
Fiberlink  Communications,  which  pro¬ 
vides  bundled  versions  of  carriers’  net¬ 


Weighing  EV-DO 

EV-DO  wireless  data  services  are  spreading  in  coverage,  and  prices  are  fallling. 
Are  they  fit  for  your  mobile  workers? 

Opportunities  Challenges 

EV-DO  offers  high  data-transmission  speeds  and  While  availability  is  improving,  EV-DO  service  is  not 
consistent,  secure  access  in  service  areas.  available  nationwide. 

Emerging  EV-DO  Revision  A  services  will  support  EV-DO  Revision  A  services  will  require  new  hardware  to 
even  faster  upload  speeds  of  300K  to  400Kbps.  take  advantage  of  faster  speeds. 

Increasingly  flexible  service  options,  such  as  Competing  technologies,  such  as  WiMAX  or  H8DPA,  may 
session-based  pricing,  are  a  draw  for  enterprises,  become  more  widely  available  or  offer  a  better  user  experience. 


work  offerings  as  managed  services  for 
enterprises. 

Systems  engineers,  network  support  staff 
and  project  managers  are  among  the 
US&S  employees  using  the  service.  Adding 
EV-DO  to  the  mix  lets  these  users  do  their 
jobs  more  efficiently,  Davidson  says. 

“We  have  system  engineers  that  are  physi¬ 
cally  at  railroad  sites  at  the  tracks  doing 
installation  and  testing,”  Davidson  says. 
Because  of  security  protocols,  these 
employees  can’t  come  and  go  as  they 
please. 

So  in  the  past,  if  engineers  went  to  a  site 
and  found  they  needed  additional  software 
or  different  drawings,  they  would  have  to 
wait  until  they  got  back  to  their  hotel  and 
then  return  to  the  site  the  next  day“With  EV- 
DO  they  can  download  software  and  new 
drawings  immediately  It  saves  a  tremen¬ 
dous  amount  of  time,”  he  says. 

Thanks  to  EV-DO  services,  network  sup¬ 
port  staff  is  more  responsive  to  user  issues. 
They  run  network  troubleshooting  appli¬ 
cations  from  wherever  they  are,  as  long  as 
they  have  a  laptop  and  EV-DO  card, 
Davidson  says. 

Extending  mobility 

Likewise,  US&S  project  managers  on  the 
road  visiting  clients  use  the  EV-DO  net¬ 
work  to  tap  into  corporate  resources,  even 
when  a  client  can’t  provide  an  office 
space  with  Internet  connectivity  In  addi¬ 
tion,  although  many  hotels  offer  these 
options,  if  Wi-Fi  and  Ethernet  access  aren’t 
available  or  require  an  additional  fee, 
employees  use  the  Fiberlink  service  to 
connect  to  the  Internet  and  corporate 
office,  Davidson  says. 

Meanwhile,  the  high-speed  wireless-data 


technology  is  making  it  easier  for 
Davidson  to  deploy  a  virtual  environment 
using  VMware  virtualization  software. 
Combining  VMware  with  EV-DO  access 
will  let  employees  establish  a  VPN  con¬ 
nection  with  headquarters  through  which 
they  access  tools  and  applications  as  if 
they  were  in  the  office,  he  says. 

Part  of  this  plan  calls  for  creating  a  loaner- 
laptop  pool,  Davidson  says.  Such  a  pool 
will  let  US&S  issue  desktop  computers  for 
the  majority  of  the  staff  and  provide 
VMware-equipped  loaner  laptops  as  need¬ 
ed.  Without  the  reliable,  high-speed,  ubiq¬ 
uitous  access  EV-DO  technology  provides, 
the  remote  access  experience  would  be 
painful,  he  says. 

Falling  prices 

Not  only  can  users  expect  a  better  wire¬ 
less  data  experience  from  EV-DO  than 
from  older  technologies,  but  EV-DO  also  is 
less  expensive.  Prices  for  EV-DO  services 
are  down  25%  since  early  last  year,  Bhatta¬ 
charyya  says. 

Customers  signing  up  for  service  last 
January  would  have  paid  about  $80  per 
month  for  unlimited  wireless  data  access 
with  a  two-year  contract,  Bhattacharyya 
says.  Today,  customers  can  expect  to  pay 
$60  or  less  per  month  with  a  two-year 
contract. 

In  addition,  there  will  be  more  creative 
offerings  from  the  carriers,  she  says.  Veri¬ 
zon  Wireless  recently  started  offering  ses¬ 
sion-based  pricing  for  customers  access¬ 
ing  its  network  via  a  laptop  with  an  em¬ 
bedded  EV-DO  modem,  for  example. 

Of  course,  EV-DO  isn’t  the  only  game  in 
town.  It’s  the  3G  technology  of  choice  for 
such  legacy  Code  Division  Multiple 


Access  (CDMA)  wireless  service  providers 
as  Sprint  and  Verizon. 

But  wireless  service  providers,  such  as 
Cingular  Wireless,  with  legacy  Global 
System  for  Mobile  Communications/ 
Universal  Mobile  Telecommunication 
System  (GSM/UMTS)  networks, are  turning 
to  High  Speed  Packet  Access  (HSPA)- 
based  3G  services. 

Cingular  is  upgrading  its  network  with 
High  Speed  Downlink  Packet  Access 
(HSDPA)/UMTS  gear.  “Cingular’s  rollout 
isn’t  quite  as  extensive”  as  its  competitors, 
but  it  provides  a  similar  experience, 
Bhattacharyya  says.  Cingular  says  it  has 
upgraded  its  network  with  3G  technology 
in  160  markets. 

“HSDPA/UMTS  also  provides  business 
users  with  a  great  experience,”  Bhatta¬ 
charyya  says.  It  supports  speeds  similar  to 
those  of  EV-DO,  Cingular  says,  with  down¬ 
load  speeds  between  400K  and  700Kbps 
on  average  and  bursts  as  fast  as  1Mbps. 

T-Mobile,  HSPA 

Likewise,  T-Mobile,  another  legacy  GSM 
network  provider,  plans  to  deploy  HSDPA 
gear  to  upgrade  its  network.T-Mobile  need¬ 
ed  to  beef  up  its  spectrum  holdings,  which 
it  did  in  the  FCC’s  Advanced  Wireless 
Service  auction  last  year,  to  start  its  3G 
rollout.  While  the  upgrades  have  begun, 
the  company  is  expected  to  make  big 
strides  in  2007. 

Meanwhile,  Sprint  and  Verizon  are  mov¬ 
ing  beyond  EV-DO  Revision  0  to  EV-DO 
Revision  A.  This  next-generation  technolo¬ 
gy  supports  upload  speeds  of  300K  to 
400Kbps  and  download  speeds  of  450K  to 
800Kbps. 

“[EV-DO]  Revision  A  will  provide  faster 
uplink  speeds  and  only  improve  end-user 
experiences.  It’s  very  compelling,”  Bhatta¬ 
charyya  says. 

While  the  average  user  will  not  need  the 
faster  speeds  for  e-mail  and  PC  cellular 
data  connectivity  Revision  A  will  provide  a 
boost  for  such  applications  as  high-speed 
video  telephony  music  on  demand,  video 
messaging  and  large  file  uploads. 

Sprint  says  it  has  EV-DO  Revision  A  in  21 
markets,  potentially  reaching  67  million 
customers.  Verizon  says  it  is  upgrading 
markets  for  Revision  A,  but  the  wireless 
carrier  hasn’t  shared  details  about  the 
deployment.  ■ 
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TECHHOUMY  UPDATE 

■  AN  INSIDE  LOOK  AT  TECHNOLOGIES  AND  STANDARDS 


A  new  SSL  certificate  is  on  the  way 


Safe  and  secure 


Extended  Validation  SSL  certificates  ensure  Web  surfers  they  are  dealing 
with  legitimate  Web  sites  by  triggering  visual  cues  in  browsers  such  as 
Internet  Explorer  7. 
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I  In  this  case,  a  certified  site  turns  the  background  color 
in  this  browser  address  bar  to  green,  indicating  the  site 
has  undergone  high-level  identity  authentication,  and. , . 


0. . .  The  browser  security  status 
bar  displays  the  organization's  name.  I 
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BY  TIM  CALLAN 

Web-based  businesses  face  a  crisis  in  con¬ 
sumer  confidence  due  to  phishing  scams. 
But  because  of  a  new  kind  of  SSL  certifi¬ 
cate,  Web  sites  will  be  able  to  definitively 
demonstrate  their  identity  and  customers 
will  be  able  to  confirm  the  identity  of  trust¬ 
ed  sites. 

Extended  Validation  SSL  (EV  SSL)  certifi¬ 
cates  represent  more  than  a  year’s  effort  by 
an  industry  consortium  called  the 
CA/Browser  Forum.  These  certificates 
became  available  last  month  for  the  bene¬ 
fit  of  Web  businesses  and  site  visitors.  EV 
SSL  certificates  can  facilitate  online  com¬ 
merce  by  increasing  visitor  confidence  and 
greatly  reducing  phishing’s  effectiveness. 

Many  online  shoppers  understand  that 
the  little  lock  on  the  browser  means  trans¬ 
missions  are  encrypted  and  therefore  pro¬ 
tected  from  spying  eyes,  but  how  do  they 
know  they  reached  a  reputable  site? 

Two  issues  must  be  addressed. The  first  is 
to  identify  a  new  category  of  SSL  certificate 
that  ensures  a  site  owner’s  identity  and  the 
second  is  a  browser  interface  that  makes  it 
easy  to  see  the  identity  when  it’s  known 
and  recognize  when  it  isn’t.  EV  SSL  certifi¬ 
cates  are  the  new  certificates  in  question. 

The  CA/Browser  Forum,  with  more  than 
20  leading  browser  manufacturers  and  SSL 
providers,  has  created  a  standardized 
authentication  process  that  any  certificate 
authority  must  follow  for  EV  certificates, 
including  independent  audit  to  confirm 
compliance. 

The  forum  built  this  process  on  existing 
practices  demonstrated  successfully  in 
more  than  a  decade  of  widespread  use.The 
standard  goes  into  great  detail  on  three 


main  authentication  legs:  organization, 
domain  and  requestor. 

The  certificate  authority  must  establish 
that  the  requesting  organization  is  a  legally 
established  business  or  nonprofit  on  record 
with  the  local  government.  It  must  establish 
this  organization’s  ownership  or  right  to  use 
the  Web  domain  in  question,  and  it  must 
establish  that  the  requesting  individual  is 
employed  by  the  organization  and  has  the 
authority  to  obtain  SSL  certificates.  Each 
authentication  step  depends  on  indepen¬ 


dent,  outside  information  obtained  from 
reliable  third-party  sources. 

Once  a  certificate  authority  completes 
this  authentication,  it  may  issue  a  certificate 
with  EV  SSL  status.  This  certificate  operates 
exactly  like  a  traditional  SSL  certificate. 
Browsers  not  built  to  recognize  EV  certifi¬ 
cates  (including  Internet  Explorer  6,Firefox 
2  and  their  predecessors)  behave  as  with 
non-EV  certificates.  New  EV-compatible 
browsers,  however,  display  these  certificates 
in  highly  visible  and  informative  ways, start¬ 


ing  with  Internet  Explorer  7. 

Internet  Explorer  7  has  added  interface 
conventions  to  enhance  site  owner  identifi¬ 
cation,  most  obviously  the  green  address 
bar  (see  graphic).  When  an  Internet  Ex¬ 
plorer  7  browser  accesses  a  page  with  an 
EV  SSL  certificate,  it  changes  the  address 
bar’s  background  to  green,  which  indicates 
a  site  has  undergone  high-level  identity 
authentication. 

Internet  Explorer  7  also  contains  the  secu¬ 
rity  status  bar.  On  pages  with  EV  SSL  certifi¬ 
cates,  it  displays  the  organization  name, 
which  comes  directly  from  the  certificate. 
Because  the  certificate  authority  verified 
this  name  and  the  browser  displays  it  in  its 
own  interface,  visitors  can  rely  on  it. 

Internet  Explorer  7  detects  an  EV  certifi¬ 
cate  through  a  marker  in  the  certificate 
called  an  OID.In  real  time  the  browser  con¬ 
firms  that  this  SSL  root  has  an  EV  OID  in 
good  standing  and  then  displays  the  EV 
interface  features.This  architecture  makes  it 
possible  to  adjust  a  certificate  authority’s 
EV  status  in  real  time.  For  example,  if  a  cer¬ 
tificate  authority  consistently  fails  at  reli¬ 
ably  performing  EV  authentication, 
browsers  could  stop  detecting  these  certifi¬ 
cates  as  EV  certificates,  protecting  the  over¬ 
all  trustworthiness  of  EV  SSL. 

Many  industry  watchers  expect  EV  cer¬ 
tificates  to  significantly  hinder  phishing 
and  instill  confidence  in  site  visitors.  By 
providing  a  reliable,  highly  visible  indica¬ 
tor  of  site  identity,  this  standard  makes  it 
possible  for  visitors  to  take  control  of  their 
security 

Callan  is  director  of  product  marketing  for 
VeriSign. 


Ask  Dr.  Internet  BySt“ 


Can  I  back  up  computer  files  onto  a  digital  video 
tape  using  a  camcorder? 

Yes.  Using  the  camcorder  as  a  data  tape  drive  will  put 
more  wear  and  tear  on  the  camcorder,  but  you  can  use 
digital  video  camcorders  as  backup  devices  for 
Windows,  Mac  and  Linux  computer  systems.  Shareware 
and  open  source  software  is  available  that  will  let  you 
store  10GB  to  15GB  of  computer  files  on  a  one-hour  digi¬ 
tal  video  tape.  Things  to  watch  out  for  include  whether 


you  will  need  to  read  the  data  back  off  the  tape  using  a 
different  camera  than  the  one  used  to  record  it.  Digital 
video  tape  and  camcorders  are  not  designed  to  be 
computer  backup  devices,  so  there  are  no  guarantees. 

A  number  of  shareware  packages  for  Windows,  includ¬ 
ing  Firestreamer  (www.cristalink.com)  and  DVStreamer 
(www.dvstreamer.com),  enable  backups  to  be  written  to 
digital  video  tape.  Macintosh  OS  X  computers  can  use 
DV  Backup  (www.coolatoola.com)  to  store  data  to  digi¬ 
tal  video,  Digital8  and  DVCAM  tape  devices.  Linux  sys¬ 


tems  can  use  the  open  source  program  dvbackup 
(http://dvbackup.sourceforge.net),  which  is  reported  to 
compile  using  GNU  Compiler  Collection  on  Windows 
and  Mac  OS  X  systems  as  well,  although  device  driver 
issues  need  to  be  addressed  to  successfully  use  the 
program  on  Windows  systems.  Digital  video  tape  back¬ 
up  could  be  a  useful  personal  backup  tool. 

Blass  is  an  IT  manager  in  Phoenix  and  can  be  reached 
at  dr.internet@jschnee.com. 
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Programming  your  brain 


GEARHEAD 


Welcome  to  the  new  improved 
Gearhead  2007,  featuring  greater 
word  economy  improved  hunt-and- 
peck  typing,  nearly  guaranteed  accu¬ 
rate  responses  to  your  questions  and 
the  best  crash-test  ratings  in  the 
industry  Gearhead  is  ready  and  will- 
INSIDE  THE  jng  to  enhance  your  digital  lifestyle 
NETWORK  for  2007. 

MACHINE  We  start  with  a  product  for  your 
personal  improvement  and  well- 
Mark  Gibbs  being  .At  the  end  of  last  year  we  dis¬ 
cussed  pzizz,  a  program  that  creates 
nap  and  sleep  soundtracks  (www.nwdocfinder.com/6831) 
that  we  have  become  addicted  to.  We  were  therefore  fasci¬ 
nated  when  we  stumbled  across  a  related  product:  Neuro- 
Programmer  2  Professional  published  by  Transparent  Corp. 
(www.transparentcorp.com)  for  $60. 

NP2  is  a  tool  for  “brainwave  entrainment,”  a  technique 
described  by  The  Hitchhiker’s  Guide  to,  er,  sorry  . . .  Wiki¬ 
pedia  as  a  “functional  brain  connectivity  concept  ...  ex¬ 
pressed  as  deviation  from  statistical  independence ...  in  dis¬ 
tributed  neuronal  groups  and  areas,  which  produce  the 
brainwaves.” 

Is  that  clear?  Right. 

But  Wikipedia  eventually  settles  down  and  tells  us  things 
we  really  need  to  know,  such  as  “Brainwave  synchroniza¬ 
tion  (entrainment)  may  be  achieved  when  audio  signals 
are  introduced  to  the  brain  causing  a  response  directly 


related  to  the  frequency  of  the  signal  introduced.” 

So,  the  basic  idea  behind  NP2  is  to  create  rhythmic 
sounds  that  stimulate  and  entrain  specific  brainwave  pat¬ 
terns, such  as  alpha  rhythm  (8Hz  to  12Hz),  which  is  associ¬ 
ated  with  being  awake  but  relaxed, and  theta  (3Hz  to  8Hz), 
which  is  typical  of  light  sleep  or  extreme  relaxation. 

NP2  has  three  types  of  brain  entrainment  sound  genera¬ 
tors:  binaural  beats,  monaural  beats  and  isochronic  tones. 

Some  of  the  claimed  effects 
of  brain  entrainment  are  real, 
such  as  relaxation  and 
promoting  sleep. 

Binaural  beats  are  created  by  playing  a  sound  in  one  ear 
and  another  with  a  slightly  different  frequency  in  the  other 
ear  (obviously  headphones  are  de  rigueur  for  this).  The 
brain  hears  the  two  tones  and  perceives  the  difference  in 
the  sounds  as  a  lower  tone  called  the  beat  frequency  The 
result  is  that  the  brain  tends  to  lock  its  rhythm  to  the  beat 
frequency  hence  brainwave  entraining. 

For  example,  if  the  right  ear  hears  a  300Hz  sound  and 
the  left  ear  hears  a  310Hz  sine  wave,  the  brain  is  entrained 
at  the  beat  frequency  of  10Hz,  which  can  entrain  the  brain 
to  produce  the  alpha  rhythm  and  creates  a  relaxed  state 
of  mind. 

Before  anyone  writes  in  to  point  out  that  you  can’t  hear 


below  20Hz,the  interference  beat  is  perceived“in”the  brain 
rather  than  by  the  ears. 

With  monaural  beats  the  two  frequencies  are  heard  to¬ 
gether  so  the  beat  frequency  exists  in  reality  that  is,  the  beat 
frequency  isn’t  synthesized  by  the  brain.  Monaural  beats 
are  more  limited  in  the  range  of  frequencies  they  can  gen¬ 
erate  that  have  an  effect  on  the  brain. 

Isochronic  tones  are  regular  bursts  of  sound  that  are 
timed  to  the  target  entrainment  frequency  Thus  a  30kHz 
tone  might  be  modulated  at  10  cycles  per  second  to  en¬ 
train  the  brain’s  alpha  rhythm. 

NP2  can  combine  these  sound  generators  with  ambient 
sounds  (such  as  waves)  as  well  as  prerecorded  or  synthe¬ 
sized  voices  to  provide  suggestions. You  also  can  add  white 
noise,  set  the  duration  of  a  session,  optimize  it  for  head¬ 
phones  or  speakers, save  the  output  to  files  so  you  can  burn 
CDs,  and  use  the  output  to  drive  a  range  of  AudioStrobe 
devices  (www.nwdocfinder.com/6832). 

Some  of  the  claimed  effects  of  brain  entrainment  are  real, 
such  as  relaxation  and  promoting  sleep,  but  we’re  less  cer¬ 
tain  about  other  effects  claimed  by  people  in  this  field  (see 
www.nwdocfinder.com/6833),  which  include  the  develop¬ 
ment  of  extrasensory  perception  and  telepathy 

“You  may  be  asking  at  this  point, “So,  do  you  sleep  better? 
Are  you  less  stressed?  Have  you  achieved  enlightenment?” 
The  answers  are  yes,  yes,  and  not  yet  but  give  us  time. 

Tell  us  what  you  think  at  gearhead@gibbs.com  or  on 
Gibbsblog. 


The  2007  Consumer  Electronic  Show  kicks  off  today  in  Las 
Vegas,  with  an  expected  150,000-plus  people  looking  at  the  latest 
gadgets,  devices  and  electronic  gizmos.  If  it  has  an  on/off  switch, 
it’s  expected  to  be  at  CES.  We’re  there  too.  Check  NetworkWorld.com  all  this  week 
for  videos,  blog  postings  and  more  from  the  show. 

A  couple  of  companies  got  a  head  start  announcing  new  devices  in  anticipation 
of  the  show: 


CoolTools 

Quick  takes  on  high-tech  toys.  Keith  Shaw 


The  Treo  750  smart  phone  will 
be  launched  this  week  at  CES. 


Palm,  Cingular  launch  Treo  750 

Palm  and  Cingular  Wireless  announced  the  Treo  750 
smart  phone,  which  offers  Cingular  customers  access  to 
its  high-speed  Universal  Mobile  Telecommunications 
SystemBroadband  Connect  wireless  WAN.The  five-band 
Treo  750  includes  the  ability  to  make  and  receive  phone 
calls  from  around  the  world, and  it  runs  on  the  Windows 
Mobile  5.0  Pocket  PC  Phone  Edition. 

The  device  is  powered  by  a  Samsung  300MHz  proces¬ 
sor,  has  128MB  of  memory  (with  60MB  available  for 
users),  and  includes  a  1.3-megapixel  digital  camera, 
touchscreen,  miniSD  expansion  card  slot  (support  for 
cards  up  to  2GB  in  capacity),  dial-up  networking  sup¬ 
port  via  USB  cable  or  Bluetooth,  and  a  removable  lithi¬ 
um-ion  battery  Like  the  Treo  680,  released  a  few  months 
ago,  the  Treo  750  has  an  internal  antenna,  making  it  look 
and  feel  smaller  than  previous  models. 

The  device  can  receive  corporate  e-mail  for  users  of 
the  Windows  Mobile  5.0  Messaging  and  Security 


Feature  Pack  (and  Exchange  Server  2003). 
Other  e-mail  accounts  (such  as  AOL,  Gmail 
and  Hotmail)  can  be  accessed  through 
Cingular’s  Xpress  Mail  application.  Third- 
party  offerings,  including  Good  Mobile 
Messaging,  also  will  support  the  new  device. 

Pricing  and  availability  haven’t  been 
announced.  For  more  information,  check 
out  an  exclusive  Cool  Tools  video  show 
(www.nwdocfinder.com/6841)  where  we 
interview  Palm  Vice  President  Tara  Griffin 
about  the  Treo  750. 


Sprint,  Sanyo  launch  1GB  music  phone 

Sprint  and  Sanyo  announced  the  avail¬ 
ability  of  the  Ml  wireless  phone, which  can 
access  Sprint’s  Power  Vision  network  and 
offers  1GB  of  internal  memory,  letting  users 
store  more  digital  content  (music,  videos, 
photos)  on  their  phone.The  Ml  is  priced  at 
$200  (with  two-year  service  agreement). 

Sprint  says  the  storage  capacity  allows  as 
many  as  16  hours  of  music  and  multimedia 
content,  and  the  phone  can  access  the 
Sprint  Music  Store,  Sprint  TV,  Sprint  Movies, 

Sprint  Power  View  and  NFL  Mobile  download  services.  The  Ml  includes  stereo 
sound,  has  a  2.0-megapixel  digital  camera  and  Bluetooth  wireless  connectivity 
(for  headsets). 


Sprint  and  Sanyo's  1GB  music  phone. 


Shaw  can  be  reached  at  kshaw@nww.com.  New  Cool  Tools  video  every 
Thursday,  and  Twisted  Pair  podcast  every  Friday  at  www.networkworid.com. 


REMOTE  CONTROL  THIS 
EFFORTLESS  USUALLY 
INVOLVES  A  COUCH. 


Xeon 

inside" 

Dual-core. 
Do  more. 


You’re  looking  at  the  IBM  System  x3650  Express,  equipped  with  IBM  Director.  And  it  could  be  looking  at  the  hardware  status, 
configuration  and  performance  of  your  other  x86  servers.  So  from  the  comfort  of  a  single  console,  you  can  respond  to  system  alerts. 
Monitor  performance  of  critical  components.  Or  even  automate  routine  admin  tasks.1  It’s  got  Dual-Core  Intel®  Xeon®  Processors. 
And  it  comes  from  IBM,  where  innovation  comes  standard.  So  don’t  wonder  where  your  remote  control  is.  We  have  it. 


IBM  System  x3650  Express 


For  optimal  application  computing  in  data-dense  environments 
to  two  Dual-Core  Intel®  Xeon®  Processors  5160  up  to  3GHz 


Up  to  48GB  667MHz  High  Performance  memory 


Limited  warranty:  3  years  on-site2 

From  $1,975*  or  $52/month 


Up  to  1.8TB  hot-swap  SAS  internal  storage 


IBM  Director  and  Predictive  Failure  Analysis® 
monitor  and  help  identify  problems  on  processors, 
memory,  hard  disk  drives,  VMR  and  power  supplies 
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IBM  System  x3550  Express 

Starting  from  $1,725'  'or  $45/monttf 

Up  to  two  Dual-Core  Intel®  Xeon®  Processors  5160  3GHz  2x2MB  L2  Cache 
Up  to  32GB  667MHz  High  Performance  memory 
Up  to  293.6GB  hot-swap  SAS  or  up  to  1TB  simple-swap  SATA  storage 
IBM  Director  and  Predictive  Failure  Analysis  monitor  and  help  identify 
problems  on  processors,  memory,  hard  disk  drives,  VMR  and  power  supplies 
Limited  warranty:  3  years  on-site1 


IBM  System  x3850  Express 

Starting  from  $6,499'  ’or  $168/montff 

Up  to  four  Dual-Core  Intel®  Xeon®  Processors  7140N  3GHz  16MB  L3  Cache 
Up  to  64GB  400MHz  High  Performance  memory 
Up  to  440.4GB  SAS  storage 

IBM  Director  and  Predictive  Failure  Analysis  monitor  and  help  identify 
problems  on  processors,  memory,  hard  disk  drives,  VMR  and  power  supplies 
Limited  warranty:  3  years  on-site* 


FINALLY,  A  CATALOG  THAT’S  UP-TO-DATE. 

Download  the  IBM  Express  Servers  and  Storage ™  eCatalog.  You’ll  have  access  to  the  latest  IBM  Express  products,  including  the  most 
up-to-date  specs,  prices  and  promotions. 


ibm.com/systems/innovate80  1-866-872-3902  mention  104CE46A 


*AI!  prices  are  IBM's  estimated  retail  selling  piices  as  of  September  25, 2006  Prices  may  vary  according  to  configuration.  Resellers  set  their  own  prices,  so  reseller  prices  to  end  users  may  vary.  Products  are  subject  to  availability.  This  document  was  developed  for  offerings  in  the  United  States  IBM  nay 
no!  offer  tire  products,  features  or  services  discussed  in  this  document  in  other  countries  Prices  subject  10  change  without  nolice.  Starting  price  may  not  include  a  hard  drive,  operating  system  or  other  features.  Contact  your  IBM  representative  or  IBM  Business  Partner  lor  the  most  current  pricing  In  your 
geography.  1.  Described  funenon  requires  IBM  Director  Agent  installed  on  monitored  systems  managed  try  IBM  Director.  2  IBM  hardware  products  are  manufactured  from  new  parts,  or  new  3hd  serviceable  used  parts.  Regardless,  om  warranty  terms  apply  For  a  ropy  otappiicabte  product  warranties,  write  to 
Warranty  Information.  P.0  Box  12195  HTP.  NC  27703.  Attn  Dept  JDJA/8203  IBM  maxes  no  representation  or  warranty  regarding  third-party  products  or  services,  including  those  designated  as  ServerProven  or  ClusterProven  Telephone  support  may  be  subject  to  additional  charges  For  on-  see  ■  :ber.  i8M 
will  attempt  to  diagnose  and  resolve  the  problem  remotely  before  sending  a  technician.  On-site  warranty  is  available  only  tor  selected  components,  3.  IBM  Global  Financing  olfermgs  are  provided  through  IBM  Credit  tlC  in  the.  United  States  and  other  IBM  subsidiaries  and  divisions  worldwide  w  pi-tied 
commercial  and  government  customers.  Monthly  payments  provided  are  tor  planning  purposes  only  and  may  vary  based  on  your  credit  and  other  factors  Lease  otter  provided  is  teed  on  an  FMV  lease  ol  36  monthly  payments.  Other  restrictions  may  apply  Rates  and  oHcrintjs  3te  subject  to  ■  nance  extension 
or  withdrawal  without  notice.  ME.  G8  and  TB  =  1.000.000.  >.000,000.000  and  1.000.000.000,000  bytes,  respectively,  when  referring  to  storage  capacity.  Accessible  capacity  is  less:  up  to  3G8  is  used  in  service  partition  Actual  storage  capacity  will  vary  based  upon  many  factors  and  nay  ts  less  than  stated 
Some  numbers  given  for  storage  capacities  give  capacity  in  nature  mode  followed  by  capacity  using  data  compression  technology.  Maximum  internal  hard  disk  and  memory  capacities  may  require  the  replacement  of  ar.y  standard  hare  drives  and/or  memory  and  toe  population  o!  a»  hard  disk  bay  s  and  memory 
slots  with  toe  largest  currently  supported  drives  available  IBM,  the  IBM  logo,  Predictive  Failure  Analysis  and  Express  Servers  and  Storage  are  trademarks  or  registered  trademarks  ol  International  Business  Machines  Corporation  in  the  United  Stales  and/or  other  countries.  Intel,  Intel  inside,  toe  Intel  Inside 
logo,  Intel  Xeon  and  Xeon  Inside  are  trademarks  or  registered  trademarks  of  Intel  Corporation  or  its  subsidiaries  in  toe  United  Slates  and  other  countries.  Other  company,  product  and  service  names  may  be  trademarks  or  service  marks  of  others.  ©  200f>  IBM  Corporation  Ali  rights  reserved 
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John  Dix 


Telecom:  Back  to 
the  future 


AT&T’s  acquisition  of  BellSouth  moves  the  industry  one 
step  closer  to  its  past  as  competition  drives  a  consolida¬ 
tion  cycle  that  is  returning  us  to  the  days  when  the  mar¬ 
ket  was  dominated  by  a  handful  of  players. 

AT&T  divestiture  in  1984  created  seven  holding  compa¬ 
nies  —  Nynex,  Bell  Atlantic,  BellSouth,  Ameritech,  South¬ 
western  Bell,  U.S.  West  and  Pacific  Telesis  —  each  of  which 
had  roughly  100,000  employees. That  left  AT&T  with  400,000 
employees  and  close  to  $40  billion  in  revenue. 

The  parent  and  offspring  were  the  largest  telecom  com¬ 
panies  of  the  day  serving  some  80%  of  the  market,  but 
other  prominent  carriers  included  GTE,  United  Telecom 
(which  would  later  adopt  the  name  of  its  long-distance 
unit, Sprint),  LDDS  (which  would  later  become 
WorldCom)  and  MCI. 

Twenty-three  years  later  those  12  companies  have  been 
reduced  to  four: 

•  Verizon  started  when  Bell  Atlantic  merged  with  Nynex 
in  1997  and  then  took  the  name  Verizon  when  it  acquired 
GTE  in  2000.  In  2005  it  bought  MCI,  which  had  merged  with 
WorldCom  in  1999. 

•  Qwest,  which  broke  into  the  long-distance  business  by 
laying  fiber  along  railroad  tracks,  bought  U.S.  West  in  2000. 

•  Sprint  Nextel  was  formed  when  Sprint  acquired  the  up¬ 
start  Nextel  wireless  carrier  in  late  2004. 

•  And  the  new  AT&T,  an  amalgamation  that  started  when 
Southwestern  Bell  Corp.  (later  called  SBC)  merged  with 
Pacific  Telesis  in  1997,  acquired  Ameritech  in  1998,  bought 
AT&T  in  2006  and  adopted  that  name,  and  just  now  final¬ 
ized  the  acquisition  of  BellSouth. 

Most  of  the  consolidation  happened  in  the  last  10  years,  a 
time  of  cataclysmic  change.  Data  volumes  passed  voice  traf¬ 
fic  in  1998.  By  2001  the  number  of  local  access  lines  fell  for 
the  first  time  since  the  depressions  byproduct  of  the  rise 
of  cell  phones.  By  the  following  year  there  were  more  wire¬ 
less  than  wired  phones  in  use. 

And  of  course,  Internet  usage  was  spreading  like  a  wildfire. 
While  it  took  80  years  for  the  telephone  to  reach  50  million 
customers,  and  15  years  for  cellular  and  10  years  for  cable  TV 
to  reach  the  same  milestone,  the  Internet  achieved  that 
reach  in  only  five  years. 

The  remaining  players  are  competing  in  a  new  world 
where  mass  matters,  mobile  is  a  must  and  broadband  reach 
is  critical. 

AT&T  is  again  the  big  name  in  town,  with  estimated  annual 
revenue  of  $120  billion,  followed  by  Verizon  at  roughly  $93 
billion, Sprint  Nextel  at  $42  billion  and  Qwest  at  $14  billion. 
Now  that  the  dust  is  settling,  let  the  competition  begin. 

—  John  Dix 
Editor  in  chief 
jdix@nww.com 


Switch  as  protector 

In  “How  much  can  a  LAN  switch  protect  your  net¬ 
work?”  (www.nwdocfinder.com/6822),  I  noticed  no 
mention  of  securing  devices  other  than  those  that 
support  802.  IX,  no  mention  of  multiple  devices  on 
the  same  port  and  no  mention  of  Alcatel.  These 
omissions  are  related. 

If  you  had  explored  Alcatel’s  security  offerings  at 
the  switch  level  (it  offered  authenticated  virtual  LAN 
enrollment  three  years  before  802. IX), you  would 
have  discovered  the  company  has  an  aspect  of  its 
switch  operating  system  that  will  pass  either  the  user- 
inputted  802.  IX  credentials  (user  ID/password)  or, 
absent  802.  IX  support,  the  media  access  control 
address  of  the  device  to  the  RADIUS  server. 

Once  authenticated  by  whatever  database 
RADIUS  is  linked  to,  the  switch  will  “schwing”  the 
user  to  the  VLAN  returned  by  RADIUS.  Absent  a 
VLAN  assignment,  Alcatel  leverages  its  group  mobil¬ 
ity  rules  to  enroll  the  device  into  a  VLAN  matching 
predefined  traffic  characteristics.  Absent  an  authen¬ 
ticated  VLAN  or  a  match  for  a  mobile  group,  the  net¬ 
work  administrator  can  tell  the  switch  that  this 
device’s  traffic  is  either  dropped  or  enrolled  in  a 
default/guest  VLAN. 

This  process  is  performed  on  every  device  that 
attaches  to  the  port.The  ramifications  in  a  VoIP  world 
are  most  salient,  but  this  also  lets  Alcatel  leverage  its 
Quarantine  Manager  to  isolate  devices  that  are 
attacking  the  network  automatically  without  dis¬ 
rupting  legitimate  devices  on  the  same  port. 

Greg  Kovich 
Schererville,  Ind. 

Easier  for  whom? 

Regarding  your  editorial,“Tech  is  getting  easier,  CIOs 
say”  (www.nwdocfinder.com/6823):  This  is  an  early 


April  Fools’  Day  joke,  right? 

Virtualization,  WAN  multiplexing,  network  access 
control,  storage-area  networks,  always  morphing 
security  issues,  mobile  security, Vista  rollouts,  Web 
applications,  Linux  integration  into  the  Windows 
world,  voice/IP  convergence,  biometrics, singlepoint 
logins,  users  even  dumber  than  the  CIOs  quoted  in 
your  column  —  yeah,  IT  life  is  a  breeze.  Of  course,  if 
you’re  a  CIO  —  famous  for  not  being  able  to  reformat 
a  laptop  or  hook  a  home  computer  to  a  consumer 
broadband  router  —  everything  is  easy; you  just  pick 
up  the  phone  and  have  a  real  engineer  do  it. 

Tom  Struble 
Gunnison,  Colo. 

No  second  acts 

Regarding  Howard  Anderson’s  column, “Qualcomm: 
Contrarians  at  the  gate”  (www.nwdocfinder.com 
/6824):  Code  Division  Multiple  Access’  days  are 
numbered  for  one  simple  reason:  broadband.  As 
wireless  moves  to  broadband,  new  players  and 
technologies  are  emerging  from  core  competen¬ 
cies  that  do  not  originate  in  the  2.4Kbps  world. 

There  is  a  reason  why  Western  Electric  did  not 
deliver  DSL  modems:  core  competencies  (or  the 
lack  thereof).  Have  we  not  learned  from  history 
what  happens  when  nepotism  plays  a  role  in  lead¬ 
ership  succession?  At  least  we  know  where  Nortel 
CEO  Mike  Zafirovski  or  Motorola  CEO  Ed  Zander 
might  end  up  after  their  current  gigs.  Qualcomm’s 
Second  Act?  It’s  curtain  time. 

Bill  Baker 
Creative  director 
Bootstrap  Strategies 
Agoura  Hills,  Calif. 

E-mail  letters  to  jdix@nww.com  or  send  them  to  John  Dix,  editor  in 
chief,  Network  World,  1 1 8  Turnpike  Road,  Southborough,  MA  01772. 
Please  include  phone  number  and  address  for  aerification. 
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ON  COMMUNICATIONS 
Nick  Lippis 


REALITY  CHECK 
Thomas  Nolle 


Mobile  networks’  time  has  come 


Mobile  wireless  technologies  are  enhanc¬ 
ing  our  personal  and  professional  lives. 
Let  me  give  you  an  example:  When  a  fam¬ 
ily  member  was  hospitalized  recently,  I  noticed 
how  the  hospital  staff,  patients  and  parents  were 
connected.  Yes,  there  was  lots  of  direct  face-to- 
face  communication  with  hospital  staff.  But  in¬ 
stead  of  the  loudspeaker  paging  systems  that 
used  to  broadcast  “Calling  Dr.  Jones”  the  hospital 
staff  was  equipped  with  mobile  endpoints.  Wir¬ 
eless  LANs  permeated  the  facility,  allowing  In¬ 
ternet  access  for  communication  with  remote 
family  members,  checking  e-mail,  keeping  col¬ 
leagues  and  clients  informed,  researching  med¬ 
ical  journals,  and  even  letting  the  patient  play  a 
game  of  Internet  checkers  with  a  remote  family 
member.  It’s  this  kind  of  professional  and  per¬ 
sonal  value  that  mobile  networks  are  adding  to 
every  industry  sector. 

The  mobile  industry  started  with  cellular  tech¬ 
nology  providing  person-to-person  voice  commu¬ 
nications,  but  its  current  evolution  is  in  access  to 
data  applications  and  back-end  enterprise  sys¬ 
tems  for  mobile  endpoints.The  industry  is  moving 
quickly  beyond  simple  services,  such  as  ringing 
users’  mobile  endpoints  while  they’re  away  from 


the  desktop.  In  November,  Avaya  purchased  Tra¬ 
verse  and  Cisco  purchased  Orative  to  connect  en¬ 
terprise  IP-telephony  features  and  functions  with 
mobile  endpoints,  such  as  calendar  synchroniza¬ 
tion,  presence  and  other  enterprise  services.  The 
barriers  to  mobile  devices’  accessing  enterprise 
data  will  be  eliminated  over  time  as  wireless  and 
wired  access  technologies  unite.The  trend  line 
developing  for  mobile  networks  is  huge.  By  2010, 

The  trend  line  developing 
for  mobile 
networks  is  huge. 

50%  of  Internet  services  will  be  accessed  by 
mobile  endpoints. 

Desktop  PC  shipments  will  remain  at  about  150 
million  per  year  into  2010.  At  the  same  time,  lap¬ 
top  shipments  will  continue  to  grow,  reaching 
some  180  million  in  2010.The  super-high  growth  is 
in  smart  phones:  Nearly  300  million  will  ship  in 
2010,  up  from  approximately  80  million  today  If 
you  layer  into  these  dynamics  the  hypergrowth  of 
RFID  tags,  the  number  of  Internet  endpoints  may 
very  well  hit  1  trillion  in  2010,  up  from  more  than 


a  billion  today  The  bottom  line  is,  over  the  next 
five  years  mobile  endpoints  will  be  the  preferred 
access  method  for  most  people  and  devices  on 
the  planet. 

Enterprise  mobility  is  all  about  productivity  and 
increased  quality  of  work.  Just  think  how  much 
more  productive  healthcare  providers  will  be 
when  all  their  patient  instrumentation  connects 
to  a  network  where  doctors  can  access  patients’ 
vital  signs,  medical  history  medications  and  so  on 
from  their  smart  phones  while  talking  with 
patients  and  family  members.  The  quality  of  care 
will  increase  and  so  too  will  patients’ and  families’ 
confidence  that  they  and  the  doctors  have  the 
right  information  to  make  the  right  decisions. 
Healthcare  is  just  one  industry  segment  example; 
mobile  networking  value  transcends  all  industry 
segments  in  the  global  economy  (For  more  on 
this  topic,  as  well  as  a  series  of  white  papers  and 
podcasts,  go  to  www.nwdocfinder.com/6828.) 

Lippis  publishes  the  “ Lippis  Report” newsletter,  a 
resource  for  network  and  IT  business  decision 
makers.  Free  subscriptions  are  available  at 
www.lippis.com.  Lippis  can  be  reached  at 
nick@lippis.com. 


The  New  Telecom  Deal? 


Probably  very  few  —  even  in  our  industry  — 
would  say  that  national  telecom  policy 
played  any  role  in  the  recent  midterm  elec¬ 
tions.  But  there  is  little  question  that  the  Demo¬ 
crats’  telecom  policies  differ  from  those  of  the  Re¬ 
publicans  —  at  least  at  the  rhetorical  level.  What’s 
unclear  is  whether  these  differences  will  work 
their  way  into  law  and  thus  affect  the  market. 

At  the  highest  level,  the  Republicans  often  have 
been  viewed  as  the  party  of  the  RBOCs.  Last 
month  Business  Week  listed  AT&T  as  the  No.  2 
contributor  to  the  GOPThe  Bush  era  has  seen  a 
shift  in  telecom  policy  in  favor  of  RBOC  posi¬ 
tions,  with  broadband  increasingly  immune 
from  unbundling  and  the  unbundled  network 
element-platform  (UNE-P)  eliminated.  The 
Democrats  have  been  a  kind  of  party  of  the  In¬ 
ternet,  embracing  the  revolutionary  players 
more  than  the  incumbents. 

This  RBOC/Internet  tension  is  reflected  pretty 
clearly  in  the  parties’  view  of  ’Net  neutrality  The 
Republicans  generally  have  taken  the  position 
that  the  FCC  has  the  authority  to  do  what’s  neces¬ 
sary  to  ensure  that  access  providers  don’t  dis¬ 
criminate  based  on  content  or  source  in  han¬ 
dling  Internet  traffic.  The  Democrats  think  the 
FCC  position  might  need  to  be  expanded  to  pre¬ 
clude  charging  for  premium  handling  or  even 
offering  premium  IP  services  outside  the  context 
of  the  Internet.  At  a  minimum,  they  want  the 
FCC’s  position  (which  was  issued  as  a  memo,  not 
an  order,  and  thus  has  no  legal  force)  to  be  solid¬ 
ified  as  legislation. 


The  franchise  legislation  pending  in  Congress 
is  another  point  of  contention  between  the  par¬ 
ties.  A  bill  that  would  give  the  RBOCs  quick  ac¬ 
cess  to  the  video  market  to  bypass  what  other¬ 
wise  could  be  a  long  series  of  negotiations  with 
individual  communities,  has  been  bottled  up  in 
the  Senate  by  Democratic  opposition. That  legis¬ 
lation  might  be  dead,  now  that  the  Democrats 
are  in  control  of  the  House  and  Senate. 

So  what  does  this  add  up  to?  Should  we  dust 
off  our  stock  from  competitive  local  exchange 
carriers?  It’s  not  that  simple. 

The  FCC  sets  U.S.  communications  policy  based 

Inaction  is  often  the  best 
course,  even  for  the  party 
in  power. 

on  the  legislative  framework  Congress  enacts.This 
arrangement  has  worked  well  in  areas  where 
there’s  a  lot  of  very  technical  stuff  to  be  done. 
Congress  sets  policy  goals,  and  the  FCC  decides 
how  to  meet  those  goals  with  specific  technical 
oversight.  The  Republicans  still  control  the  FCC 
because  the  president  appoints  the  commission¬ 
ers,  and  the  balance  of  power  always  rests  with 
the  party  that  has  the  presidency  The  FCC  won’t 
be  up  for  change  until  2008,  so  unless  there  are 
legislative  changes,  there  won’t  be  any  policy 
change  until  then. 

Let’s  look  at  the  issue  of  the  party  of  the  RBOCs. 
AT&T  is  one  of  the  largest  contributors  to  the 


GOR  which  Democratic  fundraisers  will  take  to 
mean  that  AT&T  could  become  one  of  their 
largest.The  sum  total  of  all  the  campaign  contri¬ 
butions  that  ’Net  neutrality  proponents  have 
made  is  probably  significantly  less  than  AT&T 
alone  contributed.  Money  talks,  folks. 

Another  truth  is  that  the  opposition  party’s  role 
is  to  oppose  things;  a  minority  party  can’t  pass 
legislation. When  the  Democrats  take  power,  they 
will  be  judged  by  what  they  do,  now  that  they’ll 
be  in  a  position  to  do  something.  It  may  surprise 
you  how  many  quietly  will  take  a  more  conserv¬ 
ative  or  even  RBOC-friendly  view,  now  that  their 
position  will  set  policy. 

Finally,  remember  that  in  politics,  inaction  is 
often  the  best  course,  even  for  the  party  in 
power.  We  had  a  major  telecom  policy  change 
with  the  passage  of  the  Telecommunications  Act 
of  1996,  but  no  legislation  to  amend  the  act  has 
gotten  to  a  vote  since  then.  When  the  Repub¬ 
licans  took  over,  they  didn’t  amend  it.  Will  the 
Democrats  do  so  now? 

So,  is  change  hopeless?  Statistically  speaking,  I’d 
have  to  say  yes.  Is  that  bad?  Not  necessarily  It  took 
us  six  years  to  dig  out  from  under  the  conflicts 
and  problems  the  1996  legislation  created. Maybe 
we’d  be  better  off  if  the  New  Deal  and  the  Old 
Deal  turned  out  to  be  the  Same  Deal  after  all. 

Nolle  is  president  of  CIMl  Corp.,  a  technology 
assessment  firm  in  Voorhees,  N.J.  He  can  be 
reached  at  (856)  753-0004  or  tnolle@cimicorp 
.com. 
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Companies  are  using  collaboration  and  presence 
tools  to  make  decisions  faster,  cut  development  time  and 
save  money 


It  used  to  fee  th; 


omething  would 
1  sit  on  somebody's  desk  for  weeks. 
That  just  doesn't  happen  anymore. 

Was  CIO  Suzanne  Gordon  says  a  presence-enabled 
workplace  has  had  a  dramatic  effect  on  the  businc 


Until  recently,  more  than  2,000 
employees  at  SAS,  the  world’s 
largest  privately  held  software 
. . .  ■.•.I  company,  were  using  a  hodge¬ 
podge  of  consumer  instant-messaging 
tools  that  lacked  enterprise-level  security 
and  robust  functionality. 


weeks.  That  just  doesn’t  hap¬ 
pen  anymore.  They  move  on. 
They  don’t  sit  on  decisions,” 
says  Suzanne  Gordon,  CIO  of 
SAS.  “People  know  that  if  they 
don’t  act,  the  world’s  going  to 
move  on  without  them.” 

While  SAS  initially  adopted 
an  enterprise  IM  application 
to  make  instant  messages 
more  secure,  the  presence 
aspect  of  the  application  is 
having  a  major  impact  on  the 
way  the  enterprise  collabo¬ 
rates,  communicates  and 
operates. 

“Presence  awareness  was 
sort  of  the  icing  on  the  cake 
that  turned  out  to  be  one  of 
the  killer  applications,”  says 
Kevin  Angley,  who  manages 
the  messaging  and  directory 
resources  group  for  SAS’s  IT 
organization. 

SAS  is  now  connecting  its  real¬ 
time  collaboration  system  to  its 

See  Presence,  page  28 


I  he  Cary,  IN.C.,  company 
rectified  that  situation  by  de¬ 
ploying  Microsoft  Live  Com¬ 
munications  Server  (LCS) 
and  Microsoft  Office  Com¬ 
municator  2005  clients.  To¬ 
day,  more  than  3,000  of  SAS's 
10,000  employees  are  using 
the  system,  which  integrates 
with  various  applications  so 
co-workers  can  collaborate 
from  a  spreadsheet,  a  docu¬ 
ment  or  a  line-of-business 
system  such  as  CRM. 

LCS  also  integrates  with 
videoconferencing,  Web  con¬ 
ferencing,  phone  systems, 
e-mail,  calendar,  directory 
programs  and  public  IM  sys¬ 
tems  to  create  a  presence- 
enabled  work  environment 
that’s  as  close  to  real  time  as 
you  can  get. 

The  impact  on  the  business 
has  been  dramatic:  “It  used  to 
be  that  something  would  sit 
on  somebody's  desk  for 
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Presence 

continued  from  page  26 

business  partners  implementing  pub¬ 
lic  IM  connectivity  with  partners  that  lack 
an  enterprise  IM  system. 

Taking  a  gamble  on  collaboration 

Another  company  that  has  introduced 
real-time  collaboration  and  presence- 
aware  tools  is  Procter  &  Gamble. The  Cin¬ 
cinnati  company  has  60,000  IM  users 
who  are  moving  to  a  more  robust,  enter- 
prise-oriented  system. 

But  P&G  is  taking  an  interesting 
approach  —  it’s  not  forcing  collaboration 
tools  on  employees,  it’s  creating  demand 
for  them.  “We  are  moving  from  push  to 
pull.We  should  not  mandate  tools, but  we 
should  let  them  be  adopted,” says  Filippo 
Passerini,  P&G’s  CIO. 

P&G  employees  are  adopting  real-time 
collaboration  because  it  fits  individual 
work  styles  and  the  organization’s  collab¬ 
orative  culture.“For  collaboration  tools  to 
help,  they  must  be  completely  embedded 
in  the  work  processes,”  Passerini  says. 

The  company  has  a  rich  history  of  col¬ 
laboration,  even  developing  its  own 
e-mail  system  before  commercial  sys¬ 
tems  became  available.  Like  SAS,  P&G 
has  adopted  LCS  and  Office  Com¬ 
municator  2005.  Using  Communicator, 
employees  can  escalate  instant  mes¬ 
sages  to  Web  conferences  through 
Microsoft  Office  Live  Meeting, which  P&G 
uses  as  a  hosted  service. 

Spontaneous  collaboration 

The  shift  toward  real-time  collaboration 
is  nudging  organizations  to  accept  more 
spontaneous  interaction.  For  example, 
being  able  to  switch  from  an  IM  to  a  Web 
conference  to  a  videoconference  on  the 
fly  is  changing  conferencing  from  a 
scheduled  to  a  seat-of-the-pants  activity 

“Web  conferences  make  more  sense  in 
an  ad  hoc  context,  whereas  before  they 
had  to  be  planned  out,  laid  out,  up¬ 
loaded  and  then  the  meeting  tended  to 
be  more  of  an  event  and  was,  of  course, 
scheduled  and  prearranged,”  says  Laurie 
Heltsley  P&G’s  director  of  computers  and 
communications  services. 

The  most  significant  impact  of  presence 
is  that  it  integrates  into  people’s  work 
styles.  Rather  than  abandoning  work  to 
initiate  an  interaction,  collaborators  con¬ 
nect  directly  from  within  applications. 

“Presence  will  become,  more  or  less,  the 
focal  point  of  the  desktop  over  time,” 
Heltsley  says/And  there  are  some  indica¬ 
tors  that  we’re  going  to  drive  many  more 
things  that  used  to  be  off  the  center  of  the 
desktop  to  the  center  of  the  desktop  via 
presence.  So,  for  example,  video  is  one  of 
them.  Another  one  is  application  sharing.” 

For  companies  on  the  cutting  edge  of 
collaboration,  videoconferencing  no 
longer  requires  walking  to  a  conference 


room.  Those  large-group  systems  are  be¬ 
coming  presence-enabled  and  integrated 
with  IM  and  other  desktop  tools.  For 
example,  buddy  lists  in  Communicator 
and  IBM  Lotus  Sametime  can  display 
group  videoconferencing  systems  from 
such  vendors  as  Polycom  and  Tandberg, 
as  well  as  users  of  those  systems. 

WR. Grace  &  Co., a  chemicals  and  mate¬ 
rials  manufacturer  in  Columbia,  Md., uses 
Fblycom  Web  Office  for  presence-aware 
Web  conferencing,  and  logs  more  than 
1,000  Web  conferences  and  videoconfer¬ 
ences  per  month. 

In  additions  Grace  sales  and  marketing 
team  uses  the  text-chat  features  of  Groove 
Virtual  Office  from  Groove  Networks,  now 
part  of  Microsoft,  to  get  deals  done  faster. 
As  its  collaborative  culture  evolves,  Grace 
expects  to  use  IM  more  extensively 

Intellicare,  a  subsidiary  of  FblyMedica, 
uses  Sametime  so  nurses  and  other 
health  professionals  working  remotely 
can  collaborate  on  care  decisions 
through  IM.  The  company,  whose  cus¬ 
tomers  are  managed-care  companies 
and  large  practice  groups,  delivers  triage 
and  care  over  the  phone  to  patients  and 
fields  more  than  40,000  calls  per  month. 

Typically,  about  100  nurses  are  online 
handling  calls  while  exchanging  instant 
messages. When  a  patient  describes  com¬ 
plex  symptoms,  the  nurse  collaborates 
with  colleagues  in  real  time  without 
putting  the  call  on  hold.  Nurses  can  esca¬ 
late  IM  to  Web  conferencing  and  share  a 
customized  triage-management  applica¬ 
tion  with  a  pharmacist  or  doctor. 

Less  hierarchy  is  more 

Collaboration  tools  improve  worker 
productivity  and  also  give  remote  col¬ 
leagues  a  sense  of  community 

“They  can  have  almost  a  water  cooler 
conversation  when  things  aren’t  busy 
find  out  about  each  other  and  talk  about 
each  others’  lives,”  says  Jeff  Forbes,  CIO  of 
Intellicare  in  South  Portland,  Maine. 
“Some  companies  see  that  as  wasting 
time,  but  we  see  it  as  really  key  to  creat¬ 
ing  a  workplace  that  has  some  value  and 
a  sense  of  community  for  the  person.” 

Intellicare,  like  many  organizations  that 
embrace  real-time  collaboration,  rejects 
hierarchy  The  culture  involves  connect¬ 
ing  with  anybody  spontaneously,  and 
Forbes  says  that  no  employee  hesitates  to 
IM  or  call  Intellicare’s  president. 

Along  with  everybody  else,  Forbes  typi¬ 
cally  is  on  and  available.“We’re  respectful 
of  people’s  time,  but  it’s  a  highly  informal 
and  collaborative  organization,”  he  says. 
“Somebody  has  an  idea.  They  want  to 
share  it  and  act  on  it.  And  it  really  fits  with 
the  presence  model.” 

Forbes  describes  Intellicare’s  real-time 
collaboration  approach  as  “very  inexpen¬ 
sive,  very  low-impact  and  very  low-main¬ 
tenance.”  The  company  has  also  made 
BlackBerries  presence-aware  so  man- 


Four  presence 
potholes  to  avoid 

1.  Culture  clashes. 

Despite  the  productivity  benefits  of  presence-aware  tools,  enterprises  must 
grapple  with  the  cultural  shift  toward  real-time  collaboration.  While  organizations 
typically  make  use  of  the  tools  optional,  many  employees  feel  compelled  to  join  in 
if  they  want  to  participate  in  key  decisions.  "There's  a  lot  of  people  who  find  it  to 
be  an  intrusion  and  invasion  of  privacy,  because  they  walk  away  from  their  desk 
for  five  minutes  and  their  machine  declares  that  they're  idle,  or  they're  reading  a 
document  on  paper  at  their  desk  and  all  of  a  sudden  their  computer  claims  that 
they're  idle,”  says  Kevin  Angley  of  SAS. 

At  Procter  &  Gamble,  the  company  emphasizes  to  its  employees  that  24-hour 
availability  is  unnecessary.  "It  comes  up  culturally  all  of  the  time.  When  do  I  get  to 
quit  working?That  is  just  a  reality  as  our  business  and  personal  lives  converge," 
says  Laurie  Heltsley,  P&G's  director  of  computers  and  communications  services. 
She  says  it’s  OK  for  people  to  turn  their  presence  status  to  off  or  unavailable. 

2.  Ownership  issues. 

In  some  enterprises,  corporate  communications  or  even  human  resources  man¬ 
ages  videoconferencing,  Web  conferencing  and  collaboration.  Collaboration  tools 
are  sometimes  an  outgrowth  of  distance  learning  and  training,  and  HR  historically 
has  driven  those  initiatives.  In  other  cases,  corporate  communications  has  run 
video  production  and  business  television,  and  videoconferencing  may  have  grown 
out  of  these  efforts. 

Ownership  also  may  depend  on  the  network. The  more  advanced  the  network, 
the  more  viable  it  is  for  rich,  real-time  collaboration  and  the  more  likely  that  IT  will 
manage  those  tools. 

Regardless  of  which  function  drives  collaboration,  the  ideal  is  for  multiple  func¬ 
tions  to  partner  in  developing  a  collaboration  strategy  and  implementing  tools. 
Collaboration  accomplishes  business  objectives  more  effectively  when  organiza¬ 
tions  focus  on  integrating  tools  into  work  styles  and  culture. 

3.  IT-related  turf  battles. 

As  real-time  collaboration  integrates  conferencing  with  instant  messaging,  the 
shift  can  cause  turf  battles  over  who’s  responsible  for  those  tools,  particularly  in 
enterprises  with  well-defined  silos.  Enterprise-oriented  IM  systems  tie  in  with 
mail-server  systems  and  line-of-business  applications,  so  IT  expects  to  own  IM. 

Presence,  however,  integrates  IM  with  conferencing.  If  corporate  communica¬ 
tions  or  HR  manages  conferencing,  that  function  may  resist  ceding  control  of 
real-time  collaboration  to  IT.  Meantime,  the  tug  of  war  over  tools  is  preventing  the 
implementation  of  enterprise-oriented  IM  and  presence  in  some  companies. 

“We're  still  working  to  define  who's  going  to  take  responsibility  for  what,”  says 
Barry  Kuhn  of  W.R.  Grace  &  Co.  Ultimately,  almost  all  collaboration  and  communi¬ 
cation  will  occur  over  data  networks,  which  are  evolving  rapidly  to  handle  the  traf¬ 
fic.  Therefore,  although  IT  naturally  owns  the  collaboration  infrastructure,  input 
from  other  functions  is  a  critical  success  factor. 

4.  Data  retention. 

Another  issue  vexing  some  network  managers,  IT  directors  and  CIOs  is 
retention.  While  enterprises  typically  keep  all  e-mail,  instant  messages  tradi¬ 
tionally  vanish.  As  IM  catches  on  as  a  standard  business  tool,  compliance  with 
the  Sarbanes-Oxley  Act  and  other  laws  means  retention  rules  will  reach 
beyond  e-mail  to  real-time  exchanges.  "Our  chief  legal  counsel  is  saying  that  we 
need  to  make  sure  that  any  time  an  instant-message  session  is  done,  it's  some¬ 
how  recorded  such  that  we  can  recall  it,”  Kuhn  says. 

Retention  is  driving  the  desire  among  enterprises  for  more  robust  real-time  col¬ 
laboration  approaches.  Microsoft  Live  Communications  Server  (LCS)  and  IBM 
Lotus  Sametime  both  provide  mechanisms  for  enterprises  to  retain  instant  mes¬ 
sages.  LCS  uses  Microsoft  SQL  Server-based  logging  and  searchable  conversa¬ 
tion  logs.  Sametime  provides  retention  through  products  from  business  partners 
including  Symantec,  FaceTime  Communications  and  Akonix. 

As  conferencing  converges  with  IM,  enterprises  may  begin  archiving  all  collabo¬ 
ration  and  communication,  including  videoconferencing,  video  IM,  and  voice. 
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Monster 

mash 

Despite  the  growing 
interest  in  enterprise- 
oriented  instant  messaging, 
some  companies  continue 
to  collaborate  using  con¬ 
sumer-oriented  tools.  At 
Monster,  the  online  job 
search  and  career  develop¬ 
ment  company,  engineering 
and  product  development 
teams  use  Windows  Live 
Messenger,  AOL  Instant 
Messenger  and  Yahoo 
Messenger.The  teams  are 
located  at  development 
centers  outside  Boston  and 
in  Prague,  Czech  Republic. 
“You  can  bring  contextual 
links  across.  You  can  be 
working  on  something  in 
parallel  with  an  IM  ses¬ 
sion,”  says  Mark  Conway, 
CTO  of  Monster.  "[IM  is]  a 
really  powerful  tool.  We 
have  adopted  it  heavily.” 

Monster  uses  videocon¬ 
ferencing  successfully,  but 
the  company  has  had 
mixed  results  using  video 
over  IM  (VIM).  “It  didn't  get 
a  wide  adoption.  People  did¬ 
n't  really  feel  it  provided 
that  much  more  value  than 
the  IM  session  itself  in 
terms  of  collaboration,” 
Conway  says. 

Part  of  the  reason  that 
Monster  engineers  use  VIM 
only  occasionally  is  the 
language  barrier  between 
the  two  development  cen¬ 
ters.  "A  lot  of  [the  Czech 
staff]  write  English  much 
better,  have  a  much  better 
time  with  written  English 
vs.  spoken  English,” 

Conway  says. 

In  contrast,  group  video- 
conferencing  involves  more 
people,  and  the  tool  is  less 
likely  to  spotlight  the  lan¬ 
guage  skills  of  individuals 
than  do  one-to-one  VIM 
exchanges.That's  because 
people  who  struggle  with 
English  simply  can  talk 
less.  So  for  large-scale 
design  sessions,  design 
reviews  and  brainstorming, 
Monster  uses  videocon¬ 
ferencing  combined  with 
application  sharing  and 
whiteboarding. 


agers  and  others  can  collabo¬ 
rate  from  anywhere.  Version  7.5 
of  Sametime  provides  location 
awareness  so  people  know 
whether  their  colleagues  are  at 
work,  at  home  or  elsewhere. 

Culturally,  real-time  collabora¬ 
tion  works  best  in  organizations 
with  less  hierarchy. 

SAS  CIO  Suzanne  Gordon 
agrees.  She  views  the  fact  that 


anyone  can  talk  to  her  via  IM 
as  an  executive  advantage. 
She  says  sometimes  people 
clam  up  when  she  walks  into 
their  office,  because  they  view 
her  as  the  CIO. 

“With  instant  messaging,  I’m 
just  like  one  of  their  peers.  You 
can  get  a  lot  of  real  information 
that  way  That’s  one  of  the  things 
I  really  like  about  it.”  She  adds 


that  using  IM  “is  almost  like  hav¬ 
ing  a  couple  of  drinks.  It  breaks 
down  that  inhibition.” 

Information  on  Rosen’s  new 
book,  The  Culture  of  Collabo¬ 
ration,  is  available  at 
www.  thecultureofcollabora- 
tion.com.  He  can  be  reached  at 
erosen  @impactvid.  com . 
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The  Belden®  Wireless  Solution 

Upward  Mobility. 
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Move  up  to  Belden’s 
NEW  blanket-coverage 
wireless  technology, 
offering  seamless  mobility 
and  freedom  from 
RF  complexities. 


To  be  effective  in  today’s  business  climate, 
people  have  to  be  connected,  not  only  when 
they  are  at  their  desks  but,  more  importantly, 
when  they  are  on  the  move.  Information 
access  can  no  longer  be  limited  to  a  single 
time  or  place. 

Introducing  the  Belden  Wireless  Solution! 
Overcoming  the  deployment,  performance  and 
management  limitations  of  cell-based  wireless 
LAN  technology,  Belden’s  solution  eliminates 
RF-related  complexities  by  utilizing  channel- 
blanket  topology,  in  which  every  radio  channel 
is  present  at  every  access  point  -  creating 
blankets  of  continuous  wireless  coverage. 

The  result?  No  roaming  latency  or  co-channel 
interference.  Just  seamless  mobility. 

The  Belden  Wireless  Solution  provides  for 
the  coexistence  of  all  types  of  users,  devices 
and  traffic  -  enabling  data,  video  and  voice 
(VoWLAN)  applications  in  wide-reaching 
WLAN  deployments. 


The  Belden  Wireless  Solution  delivers  the 
upward  mobility  of  a  WLAN  while  maintaining 
the  simplicity  of  a  conventional  hard-wired  LAN. 

For  more  information,  call  Belden 

at  1.800.BELDEN.1 
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Networkstreaming  homes  in 
on  help  desk  assistance 


Pros:  Very  well-designed  technical  support/help 
desk  screen  sharing;  supports  Windows 
and  Mac  clients. 


Cons:  Lacks  Linux  support. 


Appliance  starts  at  $3,700;  $1,700  per 
SupportDesk  representative. 
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SUPPORTDESK  9.1 
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BY  LASZLO  SZENES  AND  TOM  HENDERSON,  NETWORK  WORLD  LAB  ALLIANCE 

NetworkStreaming’s  SupportDesk  9.1  appliance  provides  a  direct  line  into 
problem  Windows  and  Mac  machines.lt  earns  high  marks  for  its  flexibility  in 
the  remote  control  sessions  it  allows  and  for  the  significant  audit  trail  it 
leaves.  On  the  downside,  it  does  not  support  Linux  machines. 


The  Breakdown 


Features  40% 

5.0  Scoring  Key: 

Performance  20% 

^  5  5:  Exceptional. 

Management/administration  30% 

3:  Average. 

Security  10% 

4.0  2:  Below  average. 

Total  score 

4  gj  1:  Subpar  or  not  available. 

Similar  products,  such  as  Citrix  Systems’  GoToMyPC  and 
WebEx  Communications’  Support  Center,  or  terminal  ser¬ 
vices,  such  as  VNC  servers,  are  used  to  train,  support, 
upgrade  and  provide  remote  work  access.  The 
SupportDesk  9.1  appliance  is  positioned  very  strongly  for 
help  desk  support. 

Installed  on  a  LAN,  the  SupportDesk  9.1  appliance  is 
accessible  via  an  Internet  connection.  (See  “How  we  did 
it” at  www.nwdocfinder.com/6826.)  Users  open  a  browser 
session  to  a  Web  server  running  on  the  appliance.  The 
informative  pages  on  this  Web  server  are  customized  eas¬ 
ily  to  provide  agent  names,  session  numbers  or  agent 
groupings  by  specialty 

The  server  software  running  on  SupportDesk  analyzes  a 
user’s  operating  system  and  offers  the  appropriate 
Windows-  or  Mac-based  client  software.  After  invoking  the 
software  download,  users  can  let  another  technical  sup¬ 
port  or  help  desk  entity  obtain  a  session  on  their 
machine.  An  agent  can  obtain  various  levels  of  control: 
full  control  over  the  screen,  keyboard  and  mouse;  view- 
only  in  which  the  agent  can  see  only  the  screen  and  chat 
with  the  user;  or  no  control,  if  the  customer  refuses  the 
connection.  All  sessions  are  encrypted  with  the  Advanced 
Encryption  Standard  256-bit  key  within  the  appliance. 

A  big  benefit  of  SupportDesk  is  its  ability  to  allow  more 
than  one  observer  of  a  session.  Multiple  users  could 
observe,  with  only  one  at  a  time  having  control  of  the  ses¬ 
sion.  Another  benefit  is  its  ability  to  recover  from  a  remote 
(assisted  user)  session  reboot.  Also,  more  than  one  sup¬ 
portive  session  can  be  run  concurrently  by  a  technical 
support/help  desk  agent.  An  agent  can  therefore  serve 
multiple  users  at  once.  In  reverse,  this  capability  lets  two 
agents  work  on  the  same  user’s  machine. 

It’s  also  possible  to  populate  the  SupportDesk  9.1  appli¬ 
ance  with  Lightweight  Directory  Access  Protocol  (LDAP) 
information.  Usernames  and  passwords  can  be  imported 
to  the  appliance,  so  that  support  agents  can  work  on 
machines  more  autonomously  without  user  intervention. 
In  an  LDAP-based  network  session,  the  agent  (using  a  net¬ 
work  administrative  password)  or  the  user  (using  a  local 
machine  administrative  password)  can  elevate  privilege 
to  do  such  things  as  install  software  on  Windows 
machines.  Macintosh  support  tasks  that  require  elevated 
permissions  usually  spawn  a  simple  dialog  box  request¬ 


ing  credentials. 

When  LDAP  isn’t  present,  authentication  is  a  little  more 
difficult. When  elevating  from  a  nonprivilege  to  a  privilege 
level  while  an  agent  is  connected  to  its  customer  session, 
a  user  loses  sight  of  the  session  —  as  the  agent  does.  After 
logging  on  to  the  administrative  account,  the  user  and 
agent  can  see  the  session. 

The  session  screen-resolution  settings  on  a  user 
machine  have  a  direct  impact  on  the  agent’s  ability  to 
view  the  customer’s  screen  without  latency  problems. 
High-resolution  screens  take  longer  to  build,  and  move 
more  slowly  than  lower-resolution  screens  —  something 
that’s  typical  of  screen-scrape  or  screen-viewing  products. 
A  higher  screen  resolution  must  also  be  translated  down 
to  the  resolution  of  the  agent’s  machine,  making  it  more 
difficult  to  view  the  user’s  screen. 

When  we  tested  NSSDCUST.EXE  (the  Windows  customer 
executable  file)  on  a  twin  dual-core  Intel  Xeon  workstation 
client  (the  fastest  in  our  test),  we  recorded  11%  CPU  uti¬ 
lization  when  no  screen  movements  were  taking  place. 
When  we  made  rapid  screen  changes,  the  CPU  utilization 
jumped  between  20%  to  30%  at  1152-by-864-pixel  resolu¬ 
tion.  When  we  switched  to  1024-by-768-pixel,  quiescent  uti¬ 
lization  dropped  to  a  minuscule  5.9%, although  high  screen 
movement  spiked  CPU  utilization  to  33%. 

Oddly  cursor  flashing  isn’t  synchronized,  and  the  cursor 
blinks  very  rapidly  on  the  client  screen  while  being 
manipulated  by  the  agent  disappearing  from  time  to  time. 
An  older,  slower  client  machine  may  have  performance 
issue  that  will  test  the  patience  of  both  user  and  agent,  but 
this  is  true  for  other  products  we’ve  seen  in  this  space. 

We  also  found  it  odd  that  sending  files  from  the  client 
machine  uses  an  older  Windows  95-style  file  browsing 
window  that  lacks  support  for  long  file  names.The  sup¬ 
port  agent  can  request  access  to  the  file  system,  and  it’s 
an  all-or-nothing  proposition  permitted  by  the  customer. 
Fortunately,  the  agent  can’t  erase  user  files  while  in  the 
file  transfer  screen.  Files  can  only  be  erased  when  screen 
sharing  is  in  place  so  the  user  sees  this  happening.  The 
user  sees  which  files  are  being  copied  (to  or  from  the 
computer)  as  they  show  up  right  in  the  file  transfer  dia¬ 
log  box. 

The  SupportDesk  appliance  can  store  data  files  as  large 
as  1GB  that  can  be  used  for  support  purposes:  tools,  help 


files,  diagnostics,  updates  or  whatever  an  administrator  of 
the  appliance  chooses. 

We  found  it  useful  that  an  entire  session  can  be  saved  as 
an  SWF  (Adobe/Macromedia  Flash)  file.This  file  contains 
everything  that  happened  in  the  session, so  that  it  can  be 
used  for  training, auditing  or  liability  purposes. A  chat  tran¬ 
script  can  be  similarly  saved. The  Flash  recorder  seemed 
to  get  everything  that  occurred  in  the  session,  whether  on 
PC  or  Mac.  In  long  sessions  with  many  changes,  this  file 
can  be  huge,  and  the  Networkstreaming  appliance  can 
hold  many  hundreds  of  hours  of  them. 

It’s  possible  to  pass  a  session  from  one  agent  to  another, 
which  can  speed  up  computer  problem  resolution.  When 
this  desired  session  sharing  is  enabled  by  the  customer,  the 
session  is  put  into  the  second  (or  third)  agent’s  queue.Then 
the  user  has  to  hand  over  full  control,  allow  the  view-only 
mode  or  decline  access  to  that  additional  agent(s).We  also 
tested  what  happens  when  that  agent’s  computer  dies.  The 
customer  is  able  to  see  that  the  agent  is  disconnected,  but 
after  the  agent’s  machine  has  restarted  the  agent  can  re¬ 
connect  immediately  to  the  user’s  machine. 

The  appliance  can  be  customized  in  several  ways,  includ¬ 
ing  what  message  is  displayed  to  users  on  the  starting  Web 
page,  the  icon  for  the  customer  agent,  prompts  for  an  exit 
survey  required  for  issue  resolution,  and  the  overall  look 
and  feel  of  the  appliance’s  Web  site.The  appliance  and  all 
of  its  customizable  settings  can  be  easily  backed  up  for 
later  restoration  into  an  encrypted  file  for  safekeeping. 

There  also  are  canned  messages  that  can  be  pasted  by 
an  agent  into  a  chat  window  using  a  simple  drop-down 
menu.  The  messages  can  be  built  for  all  agents  or  just  a 
group  of  agents. 

Overall,  the  needs  of  customers  and  of  those  supporting 
them  are  taken  into  consideration  with  Networkstreaming 
SupportDesk  9. 1  .We  found  its  ability  to  record  sessions  and 
logs  to  be  especially  helpful.We  wished  it  supported  Linux, 
but  its  support  for  Windows  XP  and  MacOS  10.4  goes  a  long 
way  toward  providing  comprehensive  screen-sharing,  and 
the  opportunity  for  support,  upgrades  and  user  education 
needed  by  larger  organizations. 

Henderson  is  principal  of,  and  Szenes  is  a  researcher  for, 
ExtremeLabs  in  Indianapolis.  They  can  be  reached  at  then 
derson@extremelabs.com  and  lszenes@extremelabs.com, 
respectively. 
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March  6, 2007  Hynes  Convention  Center 


40  IT  all-stars,  analysts,  vendors  and  end  users 
8  tracks  of  mission-critical  technology 
1  day  that  pays  enterprise-wide 


>  APPLICATION  &  CONTENT  SECURITY 

>  DATACENTERS 

>  ENTERPRISE  MOBILITY 

>  NAC:  NETWORK  ACCESS  CONTROL 

>  NETWORK  MANAGEMENT 

>  NETWORK  &  APPLICATION 
ACCELERATION 

>  STORAGE  &  DATA  COMPLIANCE 

>  VOIP,  CONVERGENCE  & 
COLLABORATION 


IT  Roadmap:  Boston. 

It’s  case  studies  from  front-line 
users.  Answers  from  IT  All-Stars. 
Data  from  industry  researchers. 
Insights  from  IT  specialists.  And 
embedded  within. ..a  tightly- 
focused,  solution-oriented  expo  of 
top  vendors  where  the  takeaways 
even  include  the  chance  to  win 


A  day  only  Network  World,  the 
leading  newsweekly  of  enterprise 
IT  could  create.  Lead  by  president 
and  editorial  director,  John  Gallant. 
Hosted  by  the  “Voice  from  IT 
Roadmap,”  reporter  Paul  Desmond. 
Close  to  home.  Content  rich.  The 
only  all-in-one,  bring-your-whole 
team  event  designed  by  IT  pros 
for  IT  pros  for  one  reason:  You. 

The  website  is  now  live  at 
www.networkworld.com/RM7BAl 

Log  on.  Register  early.  Reserve 
your  seat.  And  get  ready  for  an  IT 
Roadmap  that  starts  in  Boston  and 
takes  you  everywhere  you  need  to 
drive  your  enterprise  in  2007. 


i  “EXCEPTIONAL!” 
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i  “  Exceptional  quality  and 
I]  substance  for  a  one  day 

I  conference.  A  nice  touch 

i|  was  offering  8  different 

fl  technology  tracks  making 

jj  it  possible  for  an  IT  team 

with  different  priorities  to 
|  attend  this  event  together" 

(  BARBARA  LAYTON 

jj  TELECOMMUNICATIONS  MANAGER 

\\  COUNTY  OF  MARIN,  CA 


your  own  plasma  TV! 


REGISTER  EARLY  TO  ATTEND  FREE 

www.networkworld.com/RM7BA1  Or  call  1-800-643-4668 
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Where  Change  is  Easy 
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Want  to  see  your  name  added  to  this  list3  Call  Andrea  D’Amato  at 
508/490-6520  or  adamato@nww.com  to  learn  about  sponsorship 
opportunities  and  benefits! 
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Hot  network  jobs  for  2007 

Staffing  firm  Robert  Half  Technology  finds  security,  wireless  and  soft  skills  in  high  demand 


BY  KATHERINE  SPENCER  LEE 

s  we  enter  the  new  year,  two  of 
the  most  common  questions 
network  professionals  ask  are: 
“How  much  should  I  be  getting 
paid?”  and  “What  skills  will  make  me 
indispensable  to  employers?” 

Now  is  a  good  time  to  ask  these  questions,  as  the  IT  sec¬ 
tor  continues  to  grow  and  businesses  are  increasing  their 
investment  in  data  systems.  With  a  favorable  job  market 
behind  them,  those  who  specialize  in  networking  have 
more  leverage  than  in  the  recent  past  and  may  be  pleas¬ 
antly  surprised  by  the  answers  to  these  standard  queries. 

Salaries  slightly  up 

According  to  the  recently  released  “Robert  Half 
Technology  2007  Salary  Guide”  (go  to  www.nwdocfinder 
.com/6721),  starting  salaries  for  technology  positions 
should  see  a  slight  increase  in  2007.  A  number  of  network¬ 
ing-specific  job  titles  will  see  growth  that  outpaces  the 
industry  average.  Network  security  administrators,  for 
example,  can  expect  starting  salaries  between  $69,750  and 
$98,500,  a  3.7%  increase  over  2006  levels.  Network  man¬ 
agers  will  see  base  compensation  rise  3.5%  in  2007,  to 
between  $68,750  and  $93, 000,  while  starting  salaries  for  net¬ 
work  architects  are  forecast  to  rise  3.1%  to  the  range  of 
$78,000  to  $1 12,250  (see  graphic). 

Projected  salary  increases  are  always  welcome  news,  but 
network  professionals  will  not  be  in  a  position  to  take 
advantage  of  the  positive  employment  market  without  the 
skills  that  employers  demand. 

Feedback  from  Robert  Half  Technology  offices  through¬ 
out  North  America  indicates  that  standard  network  know¬ 
how  remains  a  hot  commodity  with  companies  looking  to 
hire  experts  in  LAN/WAN, WLAN  management, VPN, TCP/IP 
intrusion  detection  and  firewall  implementation.  A  funda¬ 
mental  understanding  of  network  management  also  is 
required  for  positions  in  growing  areas  such  as  wireless 
communication,  broadband  and  VoIP 

More  specifically,  employers  seek  professionals  with  ex¬ 
perience  in  Cisco  network  administration,  Linux/Unix 
administration,  Windows  administration  and  VoIP  admin¬ 
istration.  Security  expertise  for  Cisco,  Linux/Unix  and 
Check  Point  firewall  administration  is  also  highly  sought. 
Professionals  with  these  skills  often  command  salaries 
10%  to  12%  higher  than  those  who  lack  comparable 
experience. 

A  skill  set  often  overlooked  by  IT  professionals,  but  of 


crucial  importance  to  a  growing  number  of  hiring  man¬ 
agers,  is  business  acumen.  Any  IT  professional  who 
aspires  to  a  managerial  career  needs  to  possess  soft 
skills,  which  includes  problem-solving,  communication 
and  customer  service  —  competencies  not  frequently 
taught  in  traditional  IT  curricula. Those  strong  in  this  area 
can  truly  distinguish  themselves  from  the  competition 
(see  www.docfinder.com/6821). 

Security  still  a  top  concern 

Network  security  administrators  also  are  in  high 
demand,  as  CIOs  seek  experienced  individuals  who  can 
manage  an  enterprisewide  security  strategy,  including  the 
assessment  of  network  vulnerabilities,  virus  prevention 
and  intrusion  detection. 

The  demand  remains  high  for  network  security  adminis¬ 
trators  to  implement  security  policies  and  procedures, 
administer  and  maintain  firewalls, and  monitor  and  update 
virus  protection  systems.  Over  the  past  five  years,  informa¬ 
tion  security  and  firewall  administration  skills  have  risen  to 
the  top  of  the  skills  and  positions  in  demand  as  indicated 
by  the  “Robert  Half  Technology  IT  Hiring  Index  and  Skills 
Report,”  a  quarterly  survey  of  more  than  1,400  CIOs  nation¬ 
wide  on  hiring  trends. 

An  awareness  of  security  operations,  protocols,  proce¬ 
dures,  hardware  and  software  is  required  up  and  down  the 
IT  management  chain.  Programmers,  network  engineers, 
Web  site  administrators,  LAN/WAN  administrators  and  ana¬ 
lysts  all  can  benefit  from  security  experience  and,  often, 
from  earning  a  security-centric  certification,  such  as 
Certified  Information  System  Security  Professional  or 
Systems  Security  Certified  Practitioner. 

Wireless  expertise  in  demand 

Wireless  network  management  is  another  segment  ex¬ 
periencing  growth.  According  to  CIOs  surveyed  for  the 
most  recent  “Robert  Half  Technology  IT  Hiring  Index,”  wire¬ 
less  network  management  was  among  the  top  five  in- 
demand  skill  sets.  As  offices  and  workers  become  more 
mobile,  IT  managers  and  security  professionals  have  to  be 
concerned  not  only  with  protecting  the  corporate  network; 
they  also  must  have  a  security  policy  in  place  for  field 
offices,  remote  employees  and  myriad  mobile  devices,  as 
well  as  the  ability  to  constantly  monitor  compliance,  and 
update  and  maintain  those  systems. 

As  vendors  make  it  easier  to  implement  reasonably  effec¬ 
tive  wireless  security  companies  are  beginning  to  focus  on 
more  complex  problems  being  created  by  emerging  tech¬ 
nologies,  such  as  mobile  WiMAX  and  other  forms  of  wire¬ 
less  broadband,  that  are  expected  to  give  workers  much 
faster  and  more  convenient  access  to  applications  and 
data.  The  impact  of  these  advances  should  be  significant, 
but  most  IT  managers  and  analysts  remain  cautious  about 
predicting  specific  changes  to  business  processes.  Finding 
the  right  mix  of  applications  and  access  methods  to  turn 


Projected  pay 

Here's  what  you  can  expect  to  earn  based  on 


Robert  Half  Technology's  2007  Salary  Guide. 

Job  title 

2007  salary  range 

Network/telecommunications* 

•  Network  architect 

$78,000  to  $112,250 

•  Network  manager 

$68,750  to  $93,000 

•  Network  engineer 

$65,750  to  $90,250 

•  LAN/WAN  administrator 

$51,000  to  $71,500 

•  Telecommunications  manager 

$67,750  to  $89,500 

•  Telecommunications  specialist 

$47,500  to  $69,500 

Security** 

•  Data  security  analyst 

$72,500  to  $99,250 

•  Systems  security  administrator 

$70,500  to  $99,750 

•  Network  security  administrator 

$69,750  to  $98,500 

*  Add  12%  for  Cisco  network  administration  skills,  10%  for  Linux/Unix  administration 

skills,  10%  forWindows  2000/2003/XP  administration  skills  and  10%  for  VoIP 
administration  skills. 

**  Add  12%  for  Cisco  network  administration  skills,  10%  for  Linux/Unix  administration 
skills  and  10%  for  Check  Point  firewall  administration  skills. 


better  connections  into  productivity  gains  will  be  a  key 
responsibility  of  wireless  network  managers  going  forward. 

2007  is  expected  to  be  a  good  one  for  networking  profes¬ 
sionals  as  developments  in  IT  continue  to  drive  demand  for 
experienced  practitioners.  By  establishing  a  baseline  of 
broader  soft  skills  and  coupling  them  with  in-demand  tech¬ 
nological  know-how,  candidates  can  take  advantage  of 
emerging  opportunities  and  protect  themselves  against  the 
ever-changing  needs  of  the  market. 

If  now’s  the  time  to  kick  off  your  quest  for  a  new  position, 
visit  Network  World's  job  search  tool  at  www.nwdocfinder. 
com/6529. 

Spencer  Lee  is  executive  director  of  Robert  Half 
Technology,  a  provider  of  IT  professionals  on  a  project  and 
full-time  basis.  Robert  Half  Technology  has  more  than  100 
locations  in  North  America  and  Europe,  and  offers  online 
job  search  services  at  www.rht.com. 


nww.com 

Shore  up  soft  skills 

Business  and  interpersonal  skills  can  set  candidates  apart. 

www.nwdocfinder.com/6821 


Current  sniffer  can't  keep  up? 


Clear  out  problems  with  Observer  1 1 .  Now  with  enterprise-strength  VoIP  analysis.  Includes  enhanced  VoIP  troubleshooting, 
integrated  NetFlow  and  sFlow®  support,  MultiHop  Analysis,  and  64-bit  Windows  scalability.  It's  time  to  reset  your  analyzer. 


Wired  to  wireless.  LAN  to  WAN.  One  network  -  complete  control. 


NETWORK 

INSTRUMENTS 


US  &  Canada  UK  &  Europe 

toll  free  800.526.5958  +44  (0)  1 959  569880 

www.networkinstruments.com/analyze 


enhanced  VoIP  support 


RELAX.  YOU’RE  IN  CONTROL  NOW. 

Manage  remote  offices  from  wherever  you  are. 

Secure  your  Data  Center.  No  software  licensing  fees. 


State  of  the  art  security 

Dependable,  Powerful,  Secure,  Guaranteed 

-  24/7  Mission  Critical  Reliability 

Industry  Best  Video 


..  Illf-ral  ink™ 

..  uiirdLiim  USB  ps/2  Serja|  support 

Digital  KVM  IP  Single,  Dual,  Quad  Models 


Digital  KVM  IP 
Switches 

Switch  &  control  l,OOOs 
of  computers  &  network 
devices  over  IP 

Advanced  Security 
High  resolution 
On-screen  menu 
USB,  PS/2,  Sun,  Serial 


k 


Multi-platform 
KVM  switches 

Switch  &  control  l,OOOs  of 
computers  and  network 
devices 

Advanced  Security 
High  resolution 
On-screen  menu 
USB,  PS/2,  Sun,  Serial 


KVM  Extenders 

Extends  keyboard,  video, 
and  mouse  signals  up  to 
33,000  feet 

Fiber,  CATx 
DVI,  VGA,  High  Res. 
PS/2,  USB,  Sun 
Audio,  Serial 


ROSE  US 
ROSE  EUROPE 
ROSE  ASIA 
ROSE  AUSTRALIA 


281  933  7673 
+44  (0)  1264  85057 
+65  6324  2322 
+617  3388  1540 


www.rose.com 

281  933  7673  800  333  9343 

ROSE  ELECTONICS  10707  STAN  CLIFF  ROAD  -  HOUSTON,  TEXAS  77099 
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KVM  Rack  Drawers 

The  most  efficient  way  to 
organize  your  server  room. 

1U  or  2U 

15",  17",  19"  or  20" 

VGA,  DVI 
PS/2,  USB,  or  Sun 
Touchpad  or  Trackball 


Panel  Mount  LCD 

Mounts  vertically  in  a 
standard  19"  rack. 

15",  17",  19",  20"  or  23" 

VGA,  DVI,  S-Video 
Optional  Touchscreen 
Optional  Built-in  KVM  Extender,  ; 
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dtSearch 


— 


— 
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Instantly  Search 


♦  over  two  dozen  indexed,  unindexed,  fielded  data  and  full-text  search  options 

♦  highlights  hits  in  HTML,  XML  and  PDF,  while  displaying  links,  formatting  and- 


images 


♦  converts  other  file  types  (word  processor,  database,  spreadsheet,  email  and 
attachments,  ZIP,  Unicode,  etc.)  to  HTML  for  display  with  highlighted  hits 

♦  Spider  supports  static  and  dynamic  Web  content,  with  WYSWYG  hit-highlighting 

♦  API  supports  .NET/. NET  2.0,  C++,  Java,  SQL  databases.  New.NET/.NET  2.0  Spider  API 


dtSearch®  Reviews 

♦  "Bottom  line:  dtSearch  manages  a  terabyte  of  text  in  a  single  index 

and  returns  results  in  less  than  a  second"  -  InfoWorld 

♦  "For  combing  through  large  amounts  of  data,  dtSearch  "leads  the  market" 

-  Network  Computing 

♦  "Blindingly  fast"-  Computer  Forensics:  Incident  Response  Essentials 
+  "Covers  all  data  sources  ...  powerful  Web-based  engines"-  eWEEK 

♦  "Searches  at  blazing  speeds"-  Computer  Reseller  News  Test  Center 

♦  "The  most  powerful  document  search  tool  on  the  market"-  Wired  Magazine 


For  hundreds  more  reviews  —  and  developer  case  studies  —  see  www.dtsearch.com 

Contact  dtSearch  for  fully-functional  evaluations 

The  Smart  Choice  for  Text  Retrieval®  since  1991 


1-800-IT-FINDS 


www.dtsearch.com 
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monitoring 


Changing  the  architecture  of 
Distributed  Network  Monitoring 


NETWORK  TAPS 


DISTRIBUTED  DATA 
COLLECTION  SYSTEMS 


Monitor  the  entire  infrastructure 
from  a  single  and  central  location 


•  Reduce  overall  deployment  costs 

•  Increase  monitoring  coverage 


•  Improve  response  time  to 
troubleshooting  &  security  incidents 


VSS  monitoring  Inc. 


www.vssmonitoring.com 


Based  in  Silicon  Valley.  VSS  is  the  leader  in  Network  Taps  and  Distributed  Data 
Collection  Systems  Serving  Banks,  Telco's,  Enterprise  &  Government  Worldwide. 


SENSAPHONE® 
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She’s  watching  PHYSICAL  SECURITY  with  video,  motion, 
and  door  switches. 


She’s  tracking  ENVIRONMENTAL  THREATS  like 
temperatures,  power  failures,  water  on  the  floor,  smoke,  fire, 
and  more. 


She’s  checking  NETWORK  CONNECTIVITY 
and  SERVER  RESPONSE. 


iMSflOOD®*’™' 

Za 

■mi 

The  IMS-4000  is  a  scaleable,  stand  alone. 
Infrastructure  Monitoring  System  with  data 
trending,  instant  notification,  integrated 
battery  backup,  and  redundant  communiv 
cation  paths  for  maximum  reliability. 


Temperature 


Humidity 


I# 

Smoke y  j 


Monitor  everything  that  threatens  your  data  center, 

.  .  and  Know  Everything.  _  „  „  _ 

To  learn  more  visit  Or  call  toll  free 

www.ims-4000.com  877-373-2700 


WELCOME  TO  THE  FUTURE  OF  DATA  CENTERS  :  HIGH  DENSITY  HOSTING,  INC. 
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FEATURING  UP  TO  20KW  PER  RACK  OF 


LIQUID  COOLING 

THAT’S  JUST  PLAIN  COOL. 


The  Typical  Data  Center  can  only  cool  3KW  per  rack,  however  HiDHo  can 
provide  up  to  20KW  of  cooling  and  the  necessary  power  to  support  the 
Highest  Density  Rack  Mounted  equipment.  This  is  accomplished  by  using 
APC  InfrastruXure™  equipment  which  returns  all  heated  air  directly  back  to 
the  Liquid  Cooled  CRAC  units.  Keeping  up  to  20KW  per  rack  at  a  frosty 
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Disabilities 

continued  from  page  1 

accessibility  solutions  at  the  SSB 
BART  Group,  a  consulting  firm 
founded  by  technologists  with 
disabilities. 

These  online  retailers  contacted 
SSB  BART  to  assist  in  that  up¬ 
grade,  but  Rosenfeld  says  he  is  un¬ 
able  to  identify  the  companies. 

“This  Target  case,  it’s  been  a 
wake-up  call  for  e-tailers,”  he  says. 

Before  the  case,  advocacy 
groups  for  the  blind  would  ask 
companies  to  upgrade  their  Web 
sites  and  often  not  receive  imme¬ 
diate  results,  he  says.  Retailers  typ¬ 
ically  don’t  make  those  upgrades 
right  away  “unless  there’s  litigious 
action  or  some  need  for  risk  man¬ 
agement,”  he  says. 

There  are  1.3  million  legally 
blind  Americans,  and  nearly  9  mil¬ 
lion  more  who  are  visually  im¬ 
paired,  according  to  the  American 
Foundation  for  the  Blind. 

Blind  people  access  the 
Internet  with  keyboards  used  in 
conjunction  with  screen-reading 
software,  such  as  JAWS  for  Win¬ 
dows,  which  read  aloud  text,  and 
descriptions  of  pictures  and  other 
images.  The  descriptions  are 
known  as  alt-text  (alternative 
text),  invisible  code  embedded 
beneath  graphical  images. 

These  text  equivalents  must  be 
written  by  Web  site  designers 
when  they  put  images  online,  or 
blind  people  will  not  have  a  vocal¬ 
ized  description  of  the  picture. 

Targeting  Target 

A  class-action  lawsuit  filed  by 
the  National  Federation  of  the 
Blind  (NFB)  accused  Target.com 
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of  lacking  alt-text  for  many  graph¬ 
ics,  preventing  blind  customers 
from  browsing  products  and  look¬ 
ing  for  Target  locations. 

Moreover,  Target.com  requires 
that  all  transactions  be  performed 
with  a  mouse,  the  NFB  said,  a  bar¬ 
rier  that  prevents  blind  people 
from  purchasing  products  online. 
While  a  blind  person  can  use  a 
keyboard,  just  as  a  sighted  person 
can  type  without  looking  at  the 
keys,  a  blind  person  cannot  use  a 
mouse  because  it  requires  the 
ability  to  see  the  mouse  cursor  on 
the  screen.  Accessible  Web  design 
lets  the  blind  navigate  sites  using 
just  Tab,  Shift-Tab  and  Enter. 

The  Target  lawsuit  is  unique  be¬ 
cause  most  companies,  when  told 
by  blind  people  that  their  Web 
sites  are  inaccessible,  are  willing 
to  make  the  necessary  upgrades, 
says  John  Pare,  spokesman  for  the 
NFB.  They  may  not  make  the 
change  instantly,  but  companies  at 
least  begin  the  process  of  fixing 
the  problems.  Legal  action  is  a  last 
resort  for  the  NFB,  he  says. 

“We  really  work  to  resolve  it 
locally?’  he  says.  “The  only  com¬ 
pany,  certainly  in  the  last  several 
years,  that  has  said  just  plain  ‘no’ 
is  Target.” 

Target’s  refusal  surprised  the 
NFB,  because  the  retailer  is  losing 
out  on  money  blind  people  are 
willing  to  spend,  and  the  lawsuit 
may  damage  the  company’s  pub¬ 
lic  image.  “We’re  just  completely 
shocked,”  Pare  says. 

When  contacted  by  Network 
World,  Target  reiterated  a  state¬ 
ment  the  company  originally 
issued  in  October,  which  said: 
“Target.com  is  committed  to 
providing  an  online  experience 
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that  is  accessible  to  all  of  our 
guests.  Despite  the  lawsuit 
brought  forward  by  the  National 
Federation  of  the  Blind  (NFB), 
we  have  always  and  will  con¬ 
tinue  to  implement  new  tech¬ 
nologies  to  our  Web  site.  We  are 
in  the  process  of  making  online 
enhancements  that  will  benefit 
all  of  our  guests,  including  those 
with  disabilities.  These  enhance¬ 
ments  will  occur  regardless  of 
the  outcome  of  this  lawsuit.” 

In  court,  Target  argued  that  its 
Web  site  is  not  a  “place  of  public 
accommodation”  the  way  a  brick- 
and-mortar  store  is,  and  the  site  is 
therefore  not  governed  by  the 
ADA.  A  U.S.  District  Court  judge  in 
California  rejected  the  argument, 
saying  that  restricting  the  ADAs 
discrimination  provisions  to  phys¬ 
ical  locations  “would  contradict 
the  plain  language  of  the  statute.” 

More  than  three  years  ago,  New 
York  Attorney  General  Eliot 
Spitzer  argued  that  the  ADA  re¬ 
quires  commercial  Web  sites  to  be 
accessible,  while  investigating 
Priceline.com  and  Ramada.com. 
The  companies  agreed  to  pay 
fines  totaling  $77,500  and  imple¬ 
ment  a  variety  of  upgrades  to  help 
the  blind  navigate  their  Web  sites. 

Despite  that  agreement,  the  Tar¬ 
get  court  ruling  was  the  first  to 
directly  state  that  the  ADA  applies 
to  private  Web  sites,  advocates  for 
the  blind  say  The  court  has  not  yet 
addressed  the  practical  question 
of  how  to  define  accessibility  Pare 
says.  A  court  date  is  scheduled  for 
April  to  determine  whether  the 
suit  against  Target  can  go  forward 
as  a  class  action. 

Tracy  Andrews,  a  43-year-old  res¬ 
ident  of  Cheshire,  Conn.,  who  has 
been  legally  blind  since  she  was  a 
child,  says  she  often  encounters 
difficulty  when  searching  the  Web 
but  is  surprised  Target  has  opted 
to  fight  the  lawsuit. 

“In  the  long  run,  if  Web  sites  can 
make  themselves  more  accessible 
it’s  going  to  be  to  their  advantage,” 
Andrews  says. 

State  and  federal  government 
Web  sites  are  required  to  be  acces¬ 
sible  to  the  blind  because  of  the 
ADA  and  other  laws,  says  Judy 
Brewer,  director  of  the  Web 
Accessibility  Initiative  at  the  World 
Wide  Web  Consortium,  an  interna¬ 
tional  standards  organization. 

Although  the  legal  require¬ 
ments  for  private  companies  are 
not  as  clear,  many  commercial 
Web  sites  have  made  the  switch 
to  accessibility.  Amazon.com 
and  Wal-Mart  have  Web  sites  that 


are  in  good  shape,  Pare  says. 

Organizations  can  apply  to  the 
NFB  for  a  certification  demon¬ 
strating  that  their  site  complies 
with  accessibility  guidelines. 
Ten  have  obtained  the  certifica¬ 
tion,  including  Merck,  Legal  Sea 
Foods,  HPGeneral  Electric, Wells 
Fargo  and  the  Social  Security 
Administration. 

Merck  became  certified  in  April 
2005,  before  the  Target  lawsuit.  An 
external  contract  to  upgrade  the 
site  cost  about  $35,000,  and 
Merck  devoted  at  least  two 
employees  to  the  project,  says 
Larry  Tattoli,  associate  director  of 
Merck.com.  The  process  “wasn’t 
that  difficult,”  he  says. 

A  bigger  challenge  has  been 
maintaining  accessibility  as  the 
Web  site  grows  and  changes, 
Tattoli  says.  Whenever  a  new 
image  is  added,  a  Web  site  devel¬ 
oper  has  to  add  alt-text  that  can  be 
read  to  a  blind  person. 

On  a  positive  note,  Merck  offi¬ 
cials  found  that  making  the  site 
accessible  to  the  blind  did  not 
alter  the  visual  presentation,  as 
they  had  feared. 

“It  was  this  feeling  that  the  text 
would  have  to  be  huge,  or  you 
couldn’t  have  any  images  on  it,  it 
would  be  text-only  pages.  It’s  not 
true,”  Tattoli  says.  “The  pages  1 
could  show  you  before  it  was  ac¬ 
cessible  and  after  it  was  accessi¬ 
ble  are  exactly  the  same.” 

The  cost  of  making  a  Web  site 
accessible  usually  equals  5%  to 
10%  of  the  cost  of  Web  mainte¬ 
nance,  says  Preety  Kumar,  CEO 
of  Deque  Systems,  which  helps 
Web  site  designers  automate  the 
task  of  complying  with  accessi¬ 
bility  standards. 

“A  very  small  percentage”  of 
companies  have  made  their  sites 
accessible,  she  says.  “They’re  over¬ 
whelmed,”  Kumar  says.  “There  are 
companies  that  are  responding  to 
the  Target  lawsuit,  and  they’re  pay¬ 
ing  attention  because  they  realize 
the  risks  of  noncompliance  are 
not  insignificant.” 

Beyond  the  blind 

Blind  people  aren’t  the  only 
ones  with  disabilities  using  the 
Internet.  Deaf  people,  for  exam¬ 
ple,  can  access  visual  portions  of 
the  Web  without  assistance  but 
are  often  out  of  luck  when  it 
comes  to  audio  files  or  sound  on 
video  files, even  though  there  are 
tools  Web  developers  can  use  to 
add  captions. 

People  with  severe  motor  dis¬ 
abilities  can  use  voice  recogni¬ 


tion  software  to  surf  the  Web,  as 
paralyzed  actor  Christopher 
Reeve  did  before  his  death.  If 
they  still  have  some  ability  to  use 
their  hands,  they  also  can  be 
helped  by  the  same  accessibility 
guidelines  designed  for  the 
blind.  Someone  who  can  type 
but  cannot  manipulate  a  mouse 
can  surf  Web  sites  that  are  fully 
accessible  with  a  keyboard. 

“If  you  do  it  right  and  you 
make  your  Web  site  accessible 
to  the  blind,  you  do  cover  other 
[disabled]  populations  largely?’ 
Kumar  says. 

Among  the  disabled,  Kumar 
says  she  thinks  blind  people  are 
the  most  challenged  because 
they  need  a  clean  text-to-speech 
translation  in  addition  to  a 
mouse  alternative. 

Andrews,  the  legally  blind  Conn¬ 
ecticut  resident,  says  she’s  using  a 
7-year-old  version  of  ZoomText,  a 
program  that  reads  text  out  loud 
and  magnifies  the  screen.  Some¬ 
times  text  is  read  to  her  in  a  non¬ 
sensical  order,  particularly  when  it 
is  arranged  in  columns  instead  of 
paragraph  form.  She  says  her  out¬ 
dated  version  of  ZoomText  may 
be  causing  problems  but  that  poor 
text-to-speech  translation  is  also 
often  caused  by  the  Web  sites. 

“Newer  Web  sites  are  better  than 
older  Web  sites,”  she  says.  Learning 
how  to  use  the  Internet  when  you 
can’t  see  is  something  that  takes 
time,  even  if  the  technology  is  up 
to  date,  she  says. 

“It  can  be  a  little  slow  going.  Like 
anything,  you  get  better  at  it.  It’s  a 
skill  you  develop,”  Andrews  says. 

Web  site  developers  may  find  it 
easier  to  establish  accessibility  if 
they  are  building  a  whole  new 
site,  rather  than  upgrading  an  old 
one.  That’s  what  officials  at  Legal 
Sea  Foods  found  when  they 
decided  to  replace  the  company’s 
Web  site  in  January  2005  because 
it  had  become  old  and  stale,  says 
Ken  Chaisson,  vice  president  of  IT 
at  the  Boston  restaurant  chain. 

Starting  from  scratch  is  a  “heck 
of  a  lot  easier”  than  changing 
everything  on  an  existing  Web 
site,  he  says.  ■ 


nww.com 

Is  your  Web  site  accessible? 

Go  online  to  look  at  a  handful  of  tests 
you  can  use  to  determine  whether  your 
site  is  blind-accessible. 

www.nwdocfiader.coRi/6878 
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BACKSPIN 


Mark  Gibbs 


2007:  The  Year  of  Being  Outraged? 


•he  dawn  of  a  new  year 
should  be  a  time  of 
reflection,  of  weighing 
what  happened  in  the  last 
year  and  planning  to  make 
the  next  12  months  better.  I  have  reflected  on  the  happen¬ 
ings  of  last  year  and  1  would  sum  up  2006  as  The  Year  of 
Not  Enough  Outrage. 

Sure,  we  were  all  suitably  outraged  by  HP’s  boardroom 
foolishness  and  the  government  stepped  in  and  took 
action, so  score  one  for  the  forces  of  good.  But  that  was 
one  of  a  very  few  points  of  light  in  an  otherwise  dark, 
gloomy  cavern  of  misbehavior. 

We  started  2006  with  the  Sony  BMG  Music  Entertain¬ 
ment  digital  rights  management  (DRM)  fiasco  still  going 
strong.  In  late  2005  it  was  discovered  Sony  had  intentional¬ 
ly  installed  rootkit  software  on  PCs  when  users  tried  to 
play  certain  Sony-produced  CDs  under  Windows. 

By  the  start  of  2006  we  knew  that  more  than  500,000  net¬ 
works  had  been  infected,  including  a  number  of  U.S.  mili¬ 
tary  networks.  We  also  knew  hackers  had  created  malware 
that  could  exploit  the  naive  and  poorly  written  Sony 
rootkit  code.  Sony  had  made  a  huge  problem  for  us. 

The  obvious  conclusion  was  that  the  Sony  DRM  fiasco 
was  extremely  serious  —  more  so  than  most  people  real¬ 
ized  considering  that  Sony  compromised  the  integrity  of 


tens  of  thousands  of  PCs  and  thousands  of  networks.  But 
did  the  government  get  involved?  No. This  was  a  big  com¬ 
pany  with  big  lawyers  and  who  in  the  civil  service  wants 
to  represent  the  people  when  they’ll  probably  just  get 
their  head  handed  back  to  them. 

The  burden  of  prosecution  rested  on  civil  suits,  several 
of  which  have  resulted  in  fines  of  a  scant  few  million  dol¬ 
lars  while  others  won’t  be  settled  until  2008. 

Did  or  will  any  Sony  executives  go  to  jail?  Will  any  of 
these  people  —  particularly  Thomas  Hesse,  Sony  BMG’s 
CEO,  who  argued  that  “Most  people  ...  don’t  even  know 
what  a  rootkit  is,  so  why  should  they  care  about  it?” —  be 
held  accountable  in  any  meaningful  way?  No.  Are  we  out¬ 
raged?  The  answer  for  many  seems  to  be  no. 

But  I  am.  I’ve  written  about  this  case  before  and  I’m  still 
amazed  that  most  people  don’t  really  care  that  a  major 
company  ignored  their  rights  and  broke  the  law  and  their 
government  wasn’t  really  interested.  What  is  the  matter 
with  you  people?  Why  aren’t  you  outraged?  Why  aren’t 
you  rioting  in  the  streets? 

Then  Sony  ended  the  year  with  another  fiasco  as  lap¬ 
top  batteries  exploded  or  melted  down. The  faulty  bat¬ 
teries  were  simply  recalled  (you  have  to  wonder  how 
long  until  laptops  and  other  lithium-ion  battery-powered 
devices  are  banned  from  air  travel)  and  you  have  to 
admire  Sony  for  skillfully  avoiding  repercussions  that 


would  kill  off  most  other  vendors.  But  were  we  out¬ 
raged?  What  do  you  think? 

Although  I  have  highlighted  two  cases  involving  Sony  I’d 
hate  to  have  you  think  it’s  the  only  company  that  got  away 
with  bad  deeds.  Bad  behavior  and  actions,  the  kind  that 
should  provoke  outrage,  is  endemic  in  our  industry 

Are  we  outraged  over  the  recent  Microsoft/Novell  deal? 
Not  nearly  enough. The  repercussions  of  this  arrangement 
are  potentially  profound  for  the  open  source  movement, 
but  only  a  handful  of  people  care. 

Are  we  outraged  at  the  Recording  Industry  Association 
of  America’s  continuing  bullying  and  extortion  of  con¬ 
sumers  they  accuse  of  piracy  while  admitting  that  it  may 
be  wrong?  Hardly  at  all. 

Are  we  outraged  that  the  Congressional  Joint  Economic 
Committee,  which  sets  policy  for  the  Internal  Revenue 
Service,  had  nothing  better  to  do  than  consider,  in  public, 
whether  virtual  income  in  online  games  should  be  taxed? 
Most  people  laughed  at  this  but  outrage  was  needed. 

I  suggest  we  prepare  to  be  outraged.  2007  is  underway 
and  the  arrogances,  intransigencies,  bad  behavior,  unpun¬ 
ished  or  poorly  punished  illegal  acts, self-serving  spin,  and 
manipulations  that  we  saw  in  2006  aren’t  going  to  stop 
unless  we  show  we  aren’t  going  to  take  it  any  more. 

Express  your  outrage  to  backspin@gibbs.com. 


ETBUZZ 


News,  insights  and  oddities 


A  writer  who  shuns  reader  interaction 


Paul  McNamara 


Shame,  shame,  shame  on  you,  Joel  Stein  of  The  Los 
Angeles  Times. Those  of  us  who  write  opinions  for  a  liv¬ 
ing  have  a  hard  enough  time  maintaining  civil  relation¬ 
ships  with  our  audiences  without  an  arrogant,  solipsistic,  attention-needy  freak  —  your 
words,  not  mine  —  giving  readers  the  impression  that  we  don’t  care  what  they  think. 

Well,  let  me  say  that  I  may  have  once  or  twice  in  my  30  years  of  doing  this  sort  of 
thing  been  tempted  to  write  as  Stein  did  (www.nwdocfinder.com/6848): 

“There  is  no  practical  reason  to  send  your  rants  to  me.  If  you  want  to  counter  my 
opinion  publicly,  write  a  letter  to  the  editor.  If  you  want  me  fired,  write  a  letter  to  the 
publisher.  If  you  want  a  note  back,  write  a  letter  in  lipstick  on  the  bathroom  mirror.  Or 
you  could  just  write  mean  things  about  my  column  on  some  blog.  Don’t  worry,  I’ll  see 
them.  I  have  a  "Joel  Stein"  RSS  feed  that  goes  straight  into  my  arteries. 

“But  don’t  make  me  feel  like  you  expect  a  return  e-mail.  Because  this  takes  my  assis¬ 
tant  four  to  five  hours  every  week.  I  know  this  because  my  assistant  is  me.” 

Tempted,  yes,  however  that  is  not  what  I  believe,  well,  at  least  not  99%  of  the  time. 

As  Stein  goes  to  great  lengths  to  point  out  in  his  column,  he  speaks  only  for  himself, 
so  please,  dear  reader,  do  not  generalize  to  trade-press  scribes  such  as  myself  the 
offense  Stein  not  only  generates  but  openly  courts. 

As  for  me,  I  will  admit  to  having  snickered  once  or  twice  at  certain  parts  of  Stein’s 
rant,  but  rest  assured  that  I  care  deeply  about  what  you  have  to  say  —  99%  of  you,  any¬ 
way,  99%  of  the  time. 

The  other  1%  should  still  feel  free  to  contact  me  atjstein@latimescolumnists.com. 

Thumbs  up  for  EMC  Information  Calendar 

If  you’re  going  to  send  gifts  to  journalists  or  bloggers  (or  journalist/bloggers)  don’t  be 
ham-handed  like  Microsoft,  be  artful  like  EMC. 

The  EMC  Information  Calendar  arrived  here  recently  and  it  offers  a  treasure  trove  of 
tidbits,  quotes,  tech  history  and  philosophy  —  only  a  slice  of  which  is  related  to  storage 


in  the  narrow  sense.  Great  artwork,  too.  It’s  exactly  like  one  of  those  page-a-day  desk 
calendars  from  The  Onion  or  Dilbert,  only  for  people  who  know  that  a  petabyte  is  not 
an  injury  inflicted  by  an  animal  rights  activist. 

You  can  see  the  archived  pages  for  dates  gone  by  via  www.nwdocfinder.com/6850. 
Jan.  3:  "The  (first  disk  drive  in  1956)  stored  2,000  bits  per  square  inch.  In  disk  drives 
today,  the  figure  is  as  high  as  135  billion  bits  per  square  inch.That’s  almost  a  70-million¬ 
fold  increase.  And  in  the  next  five  years,  we  will  ship  more  disk  drives  than  we  shipped 
in  the  first  50  years.”  —  Currie  Munce,  Hitachi  Global  StorageTechnologies 
Jan.  4:  “From  the  days  of  Sumerian  clay  tablets  until  now,  humans  have  ‘published’  at 
least  32  million  books;  750  million  articles  and  essays;  25  million  songs;  500  million 
images;  500,000  movies;  3  million  videos, TV  shows  and  short  films;  and  100  billion  pub¬ 
lic  Web  pages."  —  Kevin  Kelly,  “Scan  this  book!"  New  York  Times,  5/14/06 
May  2:  Lieutenant  Commander  Data  is  an  android  who  serves  as  the  second  officer 
and  chief  operations  officer  aboard  the  starships  USS  Enterprise-D  and  USS 
Enterprise-E.  Data  was  built  with  an  ultimate  storage  capacity  of  800  quadrillion  bits 
(approximately  88.8  petabytes.)  — Wikipedia 
Feb.  2:  "The  first  digital  computer  in  1944  filled  an  entire  room  and  cost  around 
$1,000, 000. Today,  an  equally  efficient  computer  fits  in  a  5-by-5-foot  filing  cabinet,  and 
sells  for  less  than  $200,000.  Someday  soon,  big  computers  will  be  reduced  to  the  size 
of  a  shoe  box  and  sell  for  several  hundred  dollars."  —  Time  Magazine,  April  27, 1957. 
They  missed  the  part  about  accessing  them  in  every  coffee  shop,  but  it  was  1957. 

Dec.  28:  “There  are  three  kinds  of  death  in  this  world.There's  heart  death;  there’s 
brain  death;  and  there's  being  off  the  network."  —  Guy  Aimes. 

Want  a  physical  copy  of  this  calendar  for  your  own  desk?  Sorry,  friends.  "They’re  not 
for  sale  ...  maybe  next  year,”  an  EMC  spokesman  tells  me. 

Take  that,  Microsoft  —  anyone  can  go  out  and  buy  an  Acer  Ferrari  laptop. 

OK,  please  don 't  write  to  Stein.  Try  buzz@nww.  com. 


now 


Cingular's  New  3G  LaptopConnect  Card 


is  global,  broadband,  secure. 


Business  is  not  bound  by  geography.  Wireless 
shouldn't  be  either.  With  Cingular's  LaptopConnect 
card,  you  can  work  at  broadband  speeds  here  and 
abroad.  Do  better  business  with  now. 


>  Cingular  is  the  only  U.S.  wireless  provider  to  offer 
a  3G  global  solution  from  a  single  laptop  card. 

>  Largest  national  high-speed  wireless  data 
network  with  mobile  broadband  speeds  in 
over  160  major  markets. 

>  More  secure  than  Wi-Fi  and  with  a  wider  coverage 
area  -  no  hotspots  required. 

>  Fast  and  easy  setup. 


3 G  LaptopConnect  Card 

Sierra  Wireless  AirCard*  875 


COMPATIBILITY 


Get  Cingular's  Global  3G 
LaptopConnect  card  for  only 

$4999 

after  $100  mail-in  rebate  debit  card 
with  2-year  service  agreement  on 
Unlimited  Data  Connect  plan. 


Call  1-866-4CWS-B2B  Click  www.cingular.com/broadbandconnect  Visit  your  nearest  Cingular  store 


Xcingular  j 

raising  the  barr.iill 

_  J 

Coverage  not  available  in  all  areas.  Limited-time  offer.  Other  conditions  and  restrictions  apply.  See  contract  and  rate  plan  brochure  for  details.  Subscriber  must  live  and  have  a  mailing  address  within  Cingular's  owned  network  coverage  area.  Up  to  $36  activation  fee  applies.  Equipment 
price  and  availability  may  vary  by  market  and  may  not  be  available  from  independent  retailers.  Early  Termination  Fee:  None  if  cancelled  in  the  first  30  days;  thereafter  $175.  Some  agents  impose  additional  fees.  Rebate  Debit  Card:  LaptopConnect  card  price  before  mail-in  rebate  debit  card 
with  Unlimited  Data  Connect  plan  purchase  is  $149.99.  Allow  10—12  weeks  for  rebate  debit  card.  Rebate  debit  card  not  available  at  all  locations.  Must  be  customer  for  30  consecutive  days.  Must  be  postmarked  by  2/28/07.  Sales  tax  calculated  based  on  price  of  unactivated  equipment. 
©2007  Cingular  Wireless.  All  rights  reserved. 


CERN  &  ProCurve  Networking 


of  data 


CERN  uses  ProCurve  Switches  because 
we  generate  a  colossal  amount  of  data, 
making  dependability  a  top  priority.” 

— David  Foster,  Communication  Systems  Group  Leader,  CERN 


CERN  has  joined  with  ProCurve  to  build  their  network  based 
on  high-performance  security,  reliability  and  flexibility, 
along  with  a  lifetime  warranty.*  From  the  world’s  largest 
applications,  to  a  company-wide  email,  just  think  what 
ProCurve  could  do  for  your  network. 


Get  a  closer  look  at  CERN  and  the 
world’s  biggest  physics  experiment. 

Visit  www.hp.com/go/procurveCERN3. 

For  more  information,  call  (800)  975-7684,  Ref.  Code  CERN3 


ProCurve  Networking 

LVfv- -  HP  Innovation 


For  as  long  as  you  own  the  product,  with  next-busmess-day  advance  replacement 
(available,  in  most  countries..  For  details,  refer  to  the  ProCurve  Software  License. 
Warranty  and  Support  booklet  at. http://www.hp.com/rnd/ support  warranty/index.htm. 
The  ProCurve  Routing  Switch  9300m  series.  ProCurve  Routing  Switch  9408sl.  ProCurve 
Switch  83,00ft  senes,  and  the  ProCurve.  Access  Control  Server  745wl  have  a  one-year 
warranty  with. extensions  available. 

©  2006  Hewlett-Packard  Development  Company.  L.P  Photo  ©  CERN. 


Part  of  the  12,000  ton  CMS  particle  detector 
at  CERN,  Geneva,  Switzerland. 


